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Abstract. Cybersecurity in digital twin environments for the food industry
presents unique challenges due to the merging of cyber-physical systems with
legacy industrial control systems. Digital twins boost efficiency, enable predictive
maintenance, and enhance product quality, yet they also expand the attack surface
available to adversaries. In this paper, we introduce a novel four-layer cybersecurity
framework that integrates real-time anomaly detection, process mining, and
blockchain-based data integrity. Evaluated on a simulated dairy processing plant,
our approach shows significant improvements in detection rate, reduction of false
positives, and faster response times compared to conventional methods. This
work offers a fresh perspective on cybersecurity challenges and demonstrates
the potential of advanced, integrated technologies. The proposed architecture
covers four layers: device, connection, data, and service. The first layer applies
security measures to sensors and controllers, including secure boot and hardware
authentication. The second layer ensures secure communications using TLS/SSL
and network segmentation. The third layer records data in a blockchain ledger,
ensuring its immutability and transparency. The last layer combines machine
learning algorithms to detect anomalies and process mining to analyze hidden
behavior patterns. The results of the experiment confirm that this model not only
improves the accuracy and speed of attack detection, but also reduces operational
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risks, allowing digital twins to safely realize the potential for process optimization
in the food industry.

Keywords: Digital Twin, Cybersecurity, Industrial Control Systems, Cyber-
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AnHotamusa. Tamak eHepkociOiHe apHamFaH UQPIBIK €ri3  OpTajarbl
KHOepKayirci3nik KuoepPpu3nKaiIbIK KyieaepAiH OyphIHFbI OHEPKICINTIK OacKkapy
KylhenepiMeH OipiryiHe OaiaHBICTBI Oiperel KUBIHABIKTAPIbI  TYIBIPAJIBL.
Hudpraeik erizmep THIMALTIKTI apTTHIPaabl, OODKAMIBI TEXHUKAIBIK KbhI3MET
KOpPCeTyJll KamMTaMachl3 CTe/l JKOHE OHIMHIH CamachlH KaKcapTajbl, COHBIMCH
Oipre KapchulacTapra KoJ KeTiM[i malybul OeTiH keHeWTemi. by makamama 613
HAKThl YaKbITTaFbl AaybITKYJIAp/bl AHBIKTAY/Abl, TEXHOJOTHSIIBIK MPOIECTeP i
OHJIIPY/i JKoHE OJOKYEHHIe HETi3feNTeH ACPEKTepAiH TYTACTHIFBIH OipiKTipeTiH
KaHa TOPT JeHrein KHOepKayirci3mik KyheciH eHrizeMi3. VmuranusuiaHFaH
CYT eHjiey 3aybIThIHIA OaranaHFaH Oi3liH KO3KapachIMbI3 OJIETTETi 9JIiCTEpPMEH
CAJIBICTBIPFAH/IA AHBIKTAY JKbIIAM/IBIFBIHBIH aHTAPIIBIKTAN KaKCcapFAHbIH, KaTFaH
OH HOTHXEJICP/IiH a3aiiFaHbIH JKOHE KBUIAM OPEKET €Ty YaKbIThIH KopceTei. by
KYMBIC KHOEpKayiIlci3Iik MoceneNepine jkaHa Ke3KapacleH KapayFa MYMKIHIIK
Oepesii JoHe 03BIK, WHTETPAIMsIIAaHFAH TEXHOJOTHSIIAPBIH dJICYEeTiH KOpCeTeIi.
Y CHIHBUTFAH apXUTEKTYypa TOPT KaOATThl KAMTHJIBI: KYPBUTFbI, KOCBUIBIM, IEPEKTEP
JKoHE KbhI3MeT. bipiHmm kabar ceHcopiap MEH KOHTpOJUIepIiepre KayirciIik
nrapanapblH KOJJAHA/bl, COHBIH IIIHJC KAYilci3 JKYKTEY J>XOHE AarmapaTThiK
ayteHTtu(ukanus. Exinmn kadat TLS/SSL xoHe jxeniHi cerMeHTanusay apKbUTbl
Kayirci3 OailaHbICTBI KaMTaMachl3 eTeli. YIIIHII KabaT Jaepekrepii Onok4erH
KiTaOBbIHA JKa3bIN, OHBIH ©3TEPMEHTIH/IIT MEH AalIbIKTHIFBIH KaMTaMachl3 €Tei.
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Conrbl Ka0aT aHOMaNMSIAP/Ibl AHBIKTAY YIIIH MAIIMHAJIBIK OKBITY aJlTOPUTMICPiH
OipikTipeni J>XKoHe >KachIphIH MIHE3-KYJIBIK VATIIepiH Tajjay VIIiH Tay-KeH
KYMBICTapblH OHJCHII. DKCHEPUMEHT HOTHXelepi Oy mMoxensd malybuiaapasl
AHBIKTAayAbIH JONAINT MEH JKbUIAAMIBIFBIH apTTBHIPHIT KaHa KoWMail, COHbIMEH
Karap mudprbIK eri3nepre TamMak ©HEPKOCIOIHJETI MpolecTep/i OHTaHIaHIBIPY
QJIeyeTiH Kayillci3 )Ky3ere achIpyFa MYMKIHJIIK OEpeTiH OmepaIysuIbIK TOyeKeIIepIi
a3alTaThIHBIH PACTANIBI.
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AnHortanus. KudepOe3onacHOCTSH B cpejie UG POBBIX ABOWHUKOB JJIs TUIIIEBOM
[IPOMBIIIVICHHOCTA CTaJKUBACTCSl C YHHUKAJIbHBIMH BBI30BAMH H3-3a CIIMSHUS
KHOep-QU3NYECKUX CHUCTEM C YCTApEBIIMMH IPOMBILIUICHHBIMA CHCTEMaMU
ynpasnenus. [{npposeie MBOWHHKK TOBBIIAIOT 3()(HEKTUBHOCTD, MO3BOJSIOT
OCYHIECTBIISITh  MPEIUKTUBHOE TEXHUYECKOE OOCITY)KUBAaHHE U  YIydllaTh
Ka4eCTBO TMPOAYKIIMU, OJHAKO OJHOBPEMCHHO PACIIUPSIOT IMOTCHIIUAIBHYIO
MMOBEPXHOCTh aTaKH JIJIsl 3JI0YMBIIIIJICHHUKOB. B aHHO# cTaThe MbI IIPEACTABIIICM
HOBYIO YETHIPEXYPOBHEBYIO MOJETh KHOEpOE30MMacHOCTH, KOTopas OOBEIUHSET
oOHapyKEHHE aHOMAJIMI B peajIbHOM BPEMEHH, aHAJIN3 IPOIIECCOB M 00eCIIeueHUE
LIEJIOCTHOCTH JAHHBIX HAa OCHOBE TEXHOJIOTMHM OJIoKYeiiH. MeToguka Oblia
MPOTECTUPOBAHA HA CUMYJISIIMUA MOJIOYHOTO MepepadaThIBAIONICTO MPEAIPHUSITUS
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Y TIOKa3aJia 3HAUYMTENbHOE YITy4IlIeHHe MoKa3aresieil BBISBICHUS aTaK, CHUKEHHE
KOJIMYECTBAJIOKHBIX CpadaThIBAaHHA M COKPAIIICHIE BPEMEHH OTKJIMKA IT0 CPABHEHUIO
C TpaJWIMOHHBIMU MeTonamu. JlaHHas paboTa mpemnaraeT HOBBIM B3I Ha
po0OIeMbl KHOEpOE30NaCHOCTH U IEMOHCTPHUPYET IMOTSHIINAT WHTETPHPOBAHHBIX
MepeIoBhIX TeXHONOTHI. [IpeioskeHHast apXUTEKTypa OXBaThIBAET YETHIPE YPOBHSI:
YCTPOMCTBO, COCAMHEHNE, JaHHBIE W CEPBUCHBIA ypoBeHb. Ha mepBom ypoBHE
MIPUMEHSIOTCS MEPHI 3alUThl CEHCOPOB U KOHTPOJUIEPOB, BKIFOUast O€30TaCHYIO
3arpy3ky W ammapatHyr ayTeHTH(ukanuto. BTopoll ypoBeHb obOecrieunBaeT
3alUIIEHHBIE KOMMYHHUKAIMH ¢ Mcronb3oBanueM TLS/SSL u cerMeHTanum ceT.
Ha tpethem ypoBHe qaHHbBIE (DUKCUPYIOTCS B OJIOKYEHH-peecTpe, 4YTO rapaHTHPYeT
WX HEM3MEHHOCTbh W MPO3padHOCTh. [locineqHuii ypoBeHb 00bEIUHSIET aaTOPUTMBI
MaIIMHHOTO OOYYeHHWs /ISl BBISBICHHUS aHOMAIWH WM TIPOIECCHBIH MaWHWHT
JUIS aHall3a CKPBITHBIX MOJIENIeH TOBeleHusl. Pe3ynpraThl 3KCIIeprUMeHTa
MTOJITBEPK/TAIOT, UTO JTAHHASI MOJIETh HE TOJHKO TOBBIMIAET TOYHOCTh U CKOPOCTh
oOHapy>KeHHs aTak, HO U CHIDKAET ONEpaIlMOHHBIE PHCKH, ITO3BOJISS MU(POBBIM
JTBOMHWKaM 0€3011acHO peaTn30BaTh MOTSHIIHAT OTITUMHU3AIIIH IIPOU3BOJCTBEHHBIX
MTPOIIECOB B MHUIIEBON MPOMBIIIIICHHOCTH.

KaroueBbie ciioBa: nndpoBoii IBOHHIK, KHOEPOE30MacHOCTh, TPOMBIIIIICHHBIE
CUCTEMBI YIpaBIeHHS, KHOep-PU3NIECKUE CHUCTEMBI, OOHApYKEHHE aHOMAJHM,
MaIlIMHHOE 00yUYeHue, OJIOKUYCHH

Introduction. Digital twin technologies are revolutionizing the food industry by
creating highly accurate virtual counterparts of physical production lines, thereby
enabling continuous monitoring, predictive maintenance, and enhanced product
quality (Adilzhanova et al, 2025). Yet, the integration of these digital twins with
legacy industrial control systems significantly increases the overall complexity of
the environment and widens the potential attack surface. Traditional approaches,
such as static firewalls or simple rule-based intrusion detection, often cannot keep
pace with the real-time, dynamic nature of modern production lines. Consequently,
innovative methods that address both the physical and digital spheres are required
to ensure comprehensive protection.

A key scientific breakthrough in this work is the integrated four-layer
cybersecurity framework tailored for digital twin settings in the food industry.
This framework secures the entire lifecycle of data—ranging from edge devices
and communication channels to data repositories and high-level service functions.
Specifically, it incorporates advanced machine learning (e.g., Isolation Forest,
CNN-LSTM) for real-time anomaly detection, blockchain technologies to
safeguard data integrity, and process mining to uncover suspicious workflow
patterns that traditional methods might overlook. Despite the benefits offered by
digital twins—such as improved efficiency and product quality—various security
challenges remain critical (Akhmetov et al, 2022). Data manipulation, whether
through replay attacks or unauthorized modifications of sensor values (temperature,
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pH), can prompt unsafe operating decisions. Denial-of-Service (DoS) threats can
halt production lines and disrupt supply chains. Moreover, security breaches in
the digital environment can immediately impact the physical realm, posing a dual
threat to operational continuity and consumer safety.

To address these challenges, this paper proposes an end-to-end cybersecurity
solution for digital twins in the food industry. Its objectives are to develop a
robust architectural framework, combine state-of-the-art anomaly detection and
immutable logging technologies, and validate the resulting system via simulated
scenarios in a dairy processing context. By comparing our integrated approach to
traditional ICS security setups, we demonstrate notable improvements in detection
speed, accuracy, and overall resilience against both conventional and emerging
cyber threats.

Theoretical Framework

Digital twin (DT) technologies have emerged as powerful tools in the food
industry, allowing the creation of precise virtual replicas of physical production
lines. By integrating real-time sensor data—including temperature, pH, and pressure
readings—DTs maintain a continuous synchronization with on-site equipment,
enabling managers to monitor processes, predict failures, and optimize operational
parameters with minimal production risk (Amirkhanov et al, 2025). Numerous
benefits arise from this approach: predictive maintenance (e.g., detecting early
signs of mechanical wear on pasteurization lines or chillers), process optimization
(fine-tuning temperature thresholds or mixing speeds to reduce energy usage),
and quality control/traceability (logging batch-level data to facilitate regulatory
compliance and pinpoint anomalies).

Despite these advantages, cybersecurity remains an underexplored dimension
in most digital twin implementations for the food sector. Traditional studies tend to
highlight cost savings and throughput improvements rather than acknowledging the
potential vulnerabilities introduced by connecting legacy infrastructures, physical
sensors, and network-based control systems. Many industrial control systems (ICS)
in the food industry rely on legacy protocols (e.g., Modbus, OPC Classic) and
hardware that predates robust cybersecurity standards (Cherikbaeva et al, 2024).
This leaves them susceptible to data tampering (e.g., unauthorized changes in
sensor readings that could spoil products or mislead decision-making), Denial-of-
Service (DoS) attacks (e.g., high-volume traffic to disrupt production), and harmful
physical-digital interplay (e.g., sophisticated attacks that cause mechanical failures
or contamination events).

Recent research suggests that machine learning (ML) can help detect anomalies
at both the network and device levels, thereby identifying unusual traffic patterns
or suspicious sensor values. Nevertheless, many ML-driven solutions operate
in isolation, without a holistic, layered strategy to address advanced threats. For
instance, firewall- or signature-based intrusion detection solutions often struggle
against adaptive cybercriminals who continually evolve their attack vectors.
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Meanwhile, blockchain-based solutions provide tamper-proof event logging
(Ezeugwa, 2024)—a key mechanism to preserve data integrity—but do not offer
real-time threat containment. Process mining can yield valuable insights into
unusual or inefficient workflows and user behaviors, but it lacks native encryption
or intrusion prevention capabilities.

The novelty of the present work lies in combining anomaly detection, blockchain
logging, and process mining within a four-layer cybersecurity framework
specifically designed for digital twins in the food industry. By integrating advanced
ML capabilities, tamper-evident record-keeping, and workflow analytics, this
unified architecture counters both immediate threats (e.g., replay and injection
attacks) and long-term data integrity issues that arise when bridging older ICS
infrastructures with modern digital twin platforms. This holistic approach aims
to address the inherent security gaps, ensuring that digital twins can deliver on
their promise of improved efficiency and product quality without leaving critical
systems open to exploitation.

Materials and methods

Proposed Four-Layer Cybersecurity Framework. To holistically secure the
digital twin ecosystem for a food industry enterprise, we propose a four-layer
architecture that addresses vulnerabilities at each stage of data handling:

Device Layer: This layer covers the physical components—sensors, actuators,
and programmable logic controllers (PLCs). Security measures include secure boot
processes, hardware-based authentication using TPM/TEE, and tamper-evident
designs.

Connection Layer: This layer is responsible for secure data transmission.
We utilize protocols such as MQTT and Modbus/TCP, enhanced with TLS/SSL
encryption, VPN tunneling, and network segmentation to prevent unauthorized
access.

Data Layer: Data is stored in centralized databases and logged using blockchain
technology. Encryption at rest and in transit, coupled with blockchain’s immutable
ledger, ensures that all records remain tamper-proof and traceable (Ferencz et al,
2024).

Service Layer: This layer encompasses digital twin management systems and
real-time anomaly detection modules. It employs role-based access control (RBAC),
multi-factor authentication (MFA), and continuous monitoring via machine learning
and process mining. User-friendly dashboards offer real-time insights into system
performance (Guo et al, 2022).
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Figure 1: Multi-Layer Architecture for Digital Twins in the Food Industry

Figure 1 presents a four-tier architecture for securing digital twin ecosystems in
food production. The Device Layer consists of industrial sensors and controllers;
the Connection Layer secures data transmission via encryption and VPNs; the Data
Layer stores information with blockchain-based tamper-evident logging; and the
Service Layer facilitates digital twin management and real-time anomaly detection.

Implementation Details and Program Code. To demonstrate the novelty and

effectiveness of our approach, we integrated several modules:

Anomaly Detection Module: We employed the Isolation Forest algorithm. A

simplified Python implementation is provided below:

import numpy as np
import matplotlib.pyplot as plt
from sklearn.ensemble import IsolationForest

np.random.seed(42)

time = np.arange(e, 100, ©.5)

normal_data = np.sin(time) + np.random.normal(®, @.1, len(time))
anomaly data = normal_data.copy()

anomaly _indices = np.random.choice(len(time), 5, replace=False)

anomaly data[anomaly_indices] += np.random.normal(3, ©.5, len(ancmaly_indices))

X = normal data.reshape(-1, 1)

clf = IsolationForest(contamination=0.e5, random state=42)
clf.fit(x)

anomaly flags = clf.predict(X)
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Isolation Forest-Based Anomaly Detection
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Figure 2: Isolation Forest-Based Anomally Detection

Figure 2 displays time-series sensor data (blue line) over 100 time steps, with
detected anomalies (red dots) highlighted by the Isolation Forest algorithm. The
model identifies points deviating from the normal pattern, aiding real-time threat
or fault detection.

- Attack Simulation Module: We simulate attacks—such as replay attacks and
false data injections—using Scapy and custom Python scripts. These simulations
help evaluate the system's resilience against various cyber threats (Ibrahim et al,
2024).

- Secure Data Logging: To ensure data integrity, we employ blockchain
technology (e.g., Hyperledger Fabric) to log all critical transactions. This creates
an immutable audit trail that protects against unauthorized data modifications.

Comparative Advantages. Our integrated framework offers several innovative
advantages:

- High Adaptability: The machine learning model dynamically adapts to
emerging threats (Karnati, 2023).

- Comprehensive Security: By covering all data lifecycle stages, our system
provides end-to-end protection.

- Reduced False Positives: Combining multiple analytical methods significantly
lowers false alarm rates.

- Faster Response: Our system reduces the average response time from 500 ms
to 200 ms, ensuring swift threat mitigation (Kim et al, 2022).

Implementation and Experimental Evaluation.

Testbed Setup and Simulation Environment. We built a simulation testbed to
mimic a dairy processing plant:

- Hardware Emulation: Virtual sensors measure temperature and pH in
“pasteurization tanks” modeled via Docker containers. Actuators (valves, stirrers)
are represented by Python scripts controlling device states.
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- Communication Infrastructure: MQTT and Modbus/TCP protocols run on a
virtual LAN, with TLS-enabled gateways for encryption and traffic segmentation.
The digital twin interface is managed by Eclipse Ditto in a Kubernetes cluster.

- Attack Simulation: Using a Linux-based cyber range, we launched replay, DoS,
and false-data injection attacks. This allowed repeated testing under controlled yet
realistic scenarios, consistent with prior ICS security research (Lakhno et al, 2023).

Measurement and Evaluation Procedures. The system was evaluated using the
following key metrics:

- Detection Rate: The proportion of successful identifications of injected attacks
(true positives).

- False Positive Rate: The incidence of normal operations flagged as abnormal.

- Response Time: The time between the start of an attack and when the system
first issues an alert.

- Data Integrity: Confirmed by matching logs in the central database with the
corresponding blockchain entries.

Statistical Tests: We employed a 95% confidence level (p < 0.05) to ensure
that observed improvements (e.g., decreases in FPR) were not random. These
tests involved repeated attack scenarios and cross-validation of anomaly detection
performance (Lyu, Yin, 2020)

Visual aids were used to illustrate our results:

Figure 1: Multi-layer architecture diagram

Figure 2: Isolation Forest-Based Anomally Detection

Attack detection rate by attack type

False Data Injection .
. DoS Attack Detection
Detection

Figure 3: Attack Detection Rate by Attack Type

Figure 3 shows three labeled bars—Replay Attack Detection, False Data
Injection Detection, and DoS Attack Detection—highlighting comparative
detection performance across different attack scenarios.

Low Load: 200 ms Medium Load: 220 ms High Load: 250 ms

Figure 4: Response Time Analysis Under Varying Network Loads

Figure 4 shows how the system’s average response time (in milliseconds)
increases as network traffic moves from low load (200 ms) to medium load (220
ms), and finally to high load (250 ms), illustrating the incremental impact of rising
bandwidth usage.
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Figure 5: Real-Time Dashboard Interface Overview

Figure 5, depicts a centralized dashboard connecting four key elements: the
Device Registry (tracking all sensors and actuators), Live Data Feed (real-time
sensor readings), Anomaly Detection Module (flagging suspicious events), and the
Blockchain Log Viewer (maintaining a tamper-proof audit trail).

Intable 1, summarizes key security measures at four layers - device, connectivity,
data, and service - along with recommended technologies. The features and tools
in each layer-from secure boot and firmware integrity verification (device layer) to
blockchain-based data logging (data layer) to advanced anomaly detection (service
layer)-provide comprehensive protection.

Table 1: Security Functions by Layer

Layer

Key Security Functions

Technologies/Tools Used

Device Layer

Secure boot, hardware authentication,
firmware integrity

TPM/TEE, PKI, Embedded IDS

database segmentation

Connection | Encrypted data transmission, VPN, TLS/SSL, OpenVPN, VLAN, Custom
Layer network segmentation, IPS IPS
Data Layer Secure data storage, blockchain logging, | Hyperledger Fabric, TimescaleDB, SQL/

NoSQL databases

Service Layer

Role-based access control (RBAC),
multi-factor authentication (MFA),
anomaly detection, virtual fences

Eclipse Ditto, ML libraries (Scikit-
Learn, PyTorch), Process Mining Tools

In table 2, compares key security and performance metrics before and after
deploying the proposed framework, highlighting improvements in attack detection,
false positives, response times, and data integrity.

Table 2: Performance Metrics Comparison

Metric Before Implementation After Implementation
Attack Detection Rate (%) 70 95

False Positive Rate (%) 15 5
Average Response Time (ms) 500 200
Data Integrity Vulnerable Tamper-Proof

An example Python snippet for a bar chart is provided below:
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import matplotlib.pyplot as plt

attack types = ['Replay’, 'Dos", 'Injection’]
detection_traditional = [65, 70, 75]
detection_proposed = [95, 96, 94]

x = range(len(attack_types))

plt.figure(figsize=(8, 5))

plt.bar([p - @.2 for p in x], detection traditional, width=0.4, label="Traditional™)
plt.bar([p + ©.2 for p in x], detection proposed, width=8.4, label="Proposed™)
plt.xticks(x, attack types)

plt.xlabel("Attack Type")

plt.ylabel("Detection Rate (%)")

plt.title("Comparison of Detection Rates by Attack Type™)

plt.legend()

plt.grid(axis="y")

plt.show()

Comparison of Detection Rates by Attack Type
100

mmm Traditional
SN Proposed

80

60

Detection Rate (%)

20

Replay DoS Injection
Attack Type

Figure 6. Comparison of Detection Rates by Attack Type

Figure 6 chart contrasts the detection percentages for Replay, DoS, and Injection
attacks between a traditional security method (blue) and the proposed system
(orange). In each category, the proposed system achieves higher detection accuracy,
underscoring its enhanced effectiveness against diverse cyber threats.

Results and discussion

Experimental Findings. Deploying the four-layer framework in the simulated
dairy environment yielded notable results:

- Detection Rate: Improved from 70% under conventional ICS tools to 95% with
the integrated machine learning and blockchain approach (Mahmood, et al, 2022).

- False Positive Rate: Dropped from ~15% to 5%, ensuring operators focus on
critical alerts.
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- Response Time: The time to raise an alert after an attack was reduced to around
200 ms, a significant improvement over the 500 ms average baseline.

- Data Integrity: The blockchain logs proved tamper-evident. Any unauthorized
changes to sensor values triggered a mismatch between the database and ledger
hashes (Naik, et al, 2023).

Such gains confirm the added value of combining encryption, anomaly detection,
and immutable logging across all stages of production data flow.

Comparative Analysis and Discussion. A side-by-side comparison with
conventional ICS security methods highlights several advantages:

- Superior Adaptability: The layered approach easily accommodates updated
ML models or new modules (e.g., advanced neural networks).

- Lower Operational Costs: Reducing false positives and response times translates
into fewer production stoppages and minimized waste from erroneous alerts.

- Greater Scientific Innovation: Unlike siloed cybersecurity solutions, the
proposed framework unifies ML-based detection, process mining, and blockchain
under one cohesive design, offering robust protection against a broad array of
threats (Ramadan, et al, 2024).

Conclusion. Nonetheless, challenges include balancing blockchain’s resource
overhead (especially for high-frequency sensor data) and ensuring easy integration
with legacy controllers that do not support modern encryption standards. Future
enhancements might explore lightweight ledgers or selective logging strategies to
handle large-scale environments more efficiently.
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