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Abstract. The research topic is devoted to approaches to penetration testing using
the vulnerability management utility OpenVAS (Open Vulnerability Assessment
System). OpenVAS is a powerful tool for conducting automated analysis of
information systems for vulnerabilities. The article discusses the basic principles
of the utility, its functionality, as well as the stages of preparation and execution
of penetration tests. Special attention is paid to comparing OpenVAS with other
popular tools in the field of pentesting, analyzing the effectiveness of its use in
various scenarios, as well as the advantages and limitations of OpenVAS when
performing vulnerability management tasks. The work highlights the importance
of integrating OpenVAS into information security processes and demonstrates
how automating vulnerability detection processes contributes to improving the
reliability of organizations’ security mechanisms. Currently, the issues of security
of information systems of critical information infrastructure facilities are becoming
relevant. At the same time, the current tasks of information security audit (IS) of
critical information infrastructure facilities, as a rule, are reduced to checking them
for compliance with IS requirements. However, with this approach to auditing, the
resilience of these objects to real attacks by intruders often remains unclear. To
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test such stability, objects are subjected to a testing procedure, namely penetration
testing. An analysis of domestic publications in this area shows that there is no
systematic approach to penetration testing in domestic practice. In this regard,
it is important to analyze the best foreign approaches and practices to testing.
The aim is a comparative analysis of existing foreign and domestic penetration
testing methods and standards. The elements of novelty are the identified features,
advantages, disadvantages and the scope of applicability of existing standards and
methods of penetration testing. This article will cover the OpenVAS vulnerability
scanner. Readers will get acquainted with the advanced features of the program, its
settings depend on the functions and capabilities.

Keywords: Penetration testing, information security, testing, OpenVAS,
vulnerability, Kali linux.
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AHHoTanus. 3eprrey TakplpslObl openvas (Open Vulnerability Assessment
system) OCaJIbIFBIH Oackapy YTHJIHMTAChIH KOJJIaHa OTBHIPBIN, €HYII TecTiiey
Tocinaepine Oarbitranrad. OpenVAS-ocanaslkrap YIIiH aKmaparThIK >KyHeiaepai
aBTOMATTaH/IBIPBUTFAH TaJIaybl )Ky3ere achbIpy[blH KyaTThl Kypaibl. Makamana
KBI3METTIK Oar/apiamMaHblH HETi3Ti NPUHIUNTEPi, OHBIH (YHKIIMOHAJIBIFBI,
COHJIali-aK eHy ChIHAKTapPBIH JaibIH/Iay KOHE OPBIH/IAY Ke3eHIepi KapacThIPbLUIA/IBL.
Openvas-Tbl ~ TMEHTECTWHI  cajachlHIAFbl 0acka TaHbIMAJI  KypajaapMeH
CaNBICTBIPYFa, OHBI OPTYPJi CIICHApWiiNiep/ie KOJJaHy THIMIUICIH TajayFa
KOHE OcCalAbIKTap/Abl Oackapy TarchlpMaliapelH OpbiHAAy Kesinge OpenVAS
apTHIKIIBUIBIKTAPEl MEH INEKTEyJepiHe epekile Haszap ayaapbuiafsl. JKymbic
OpenVAS-TbI akImaparThIK Kayilci3IiK mporecTepine OipiKTipyIiH MaHbI3bLIBIFBIH
KOpceTelli JKOHE OCAJIBIKTap/bl AHBIKTAay TPOIECTEpiH aBTOMATTaHIBIPY
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YUBIMIApBIH KOPFAHBIC MEXaHU3MJIEPiHIH CEHIMIILTITIH apTThIpyFa KaJlail bIKIa
eTeTiHIH KepceTenmi. Kazipri yakbITTa MaHBI3IBl aKMapaTTHIK WHPPaAKYPHUIBIM
OOBEKTUIEPiHIH aKIMapaTThIK KYHENepiHiH Kayinci3miri Macenenepi e3ekti Oona
tycyne. CoHblMeH Oipre, CbIHM aKHaparThlK HHQPaKYpbUIbIM OOBEKTiIEpiHiH
aKmaparThIK Kayinci3mik ayautinig (AK) arsIMaarsl MiHIETTEpI, 9€TTe, OJTapAbIH
AK TamanTtapbIHa COMKECTIriH TeKCepyTe AeHiH a3asabl. Allaiia, aynuTKe OChIHIAN
Ke3KapacrneH Oyl oObeKTUIepiH MmalybulaaybuIapslH HaKThl M1a0ybUTIapbIHa
TO3IMIUTITT KU1 TYCiHIKCI3 OONBIN Kanmaabl. MyHIall TYpakTBUIBIKTHI TEKCEpY
YIIiH OOBEKTINIEp TECTiey MpOoIeAypachkiHaH OTEei, aTal alTKaHJa €HY CHIHAFBI.
Ocpl cananarbl OTaHABIK OachUIBIMAAPABI Taldy OTAHJBIK TOKipuOene eHymi
TecTijeyre Kyieli Ke3Kapac KoK eKeHiH kepceTeli. JKYMBICTBIH MaKCaThl — EHyTe
TeCTiIeY/iH KOJIAAHBICTAFbI METEIIK KOHE OTaH IBIK 9/IiCTePl MEH CTaHIapTTaphIH
CaNBICTRIpMaNbl Tannay. JKYMBICTHIH >KaHAIBIFBIHBIH 3JEMEHTTEPl aHBIKTAIFaH
ePeKILEeNIKTep, AapTHIKIIBIIBIKTAD, KEMIIUTIKTep JKOHE eHyHl TecTileydiH
KOJIJITAaHBICTAFbI CTAHAAPTTAPBI MEH SJICTEPIHIH KOJTAHBLTY asChI OOJIBIT TA0BLIA b,
[IpakTrKanbiKk MaHbI3bl. Makana MaTepuaibl 0acTamnKbl JepeKTepi, Ke3eHAepIiH
PETTUIITIH JKOHE OJIAapIbIH Ma3MYHBIH KaJNBINTACTHIPY VIIiH, WHQWIBTpAIUSIFa
TECTiJiey apKbpUIbl MaHBI3IbI WHPPAKYPHUIBIM  OOBEKTUIEPIHIH aKmapaTThIK
KYWENepiHiH KayilcCi3miriH MpakTHKAIbIK aylIuTTey Ke3iHAe TailalaHbLTybl
MyMKiH. byr Mmakanamga OpenVAS ocanplk ckaHepi KapacTeIpbluiaasl. OKbIpMaHap
OaFgapiiaMaHbIH HET13T1 JKOHE KETIIIpUIreH PyHKIUIIapbIMEH TaHBICA b, OHBIH
napaMeTpiiepi *Kyhe MeH MyMKIHIIKTepre 0aiaHbICTHI.
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AnHoTanusi. Tema HcciaeqOBaHMS IOCBSIIEHA MOAXONAM K TECTUPOBAHHUIO
Ha TMPOHHKHOBCHHE C WCIIOJIb30BAHMEM YTHIIHMTHI YIPABICHUS YSI3BUMOCTSIMU
OpenVAS (Open Vulnerability Assessment System). OpenVAS sBisieTcsi MOITHBIM
HMHCTPYMEHTOM AJISl IPOBEACHUS ABTOMAaTHU3UPOBAHHOT'0 aHAJIN3a HH(OPMALIIOHHBIX
CHCTEM Ha HaJW4Me Yys3BUMOcTell. B crarbe paccmarpuBaroTcs OCHOBHBIE
MPUHLUIEI paOOThl YyTUINTHL, €€ (PyHKINOHAIbHBIE BO3SMOKHOCTH, a TAK)XKE ATAIlbI
MOATOTOBKY U BBIIOJIHEHHS TECTOB Ha IPOHUKHOBeHHE. Oco00e BHUMAHNUE Y/IeNICHO
cpaBHeHnio OpenVAS ¢ ApyruMu THOOYJISPHBIMA WHCTPYMEHTaMH B 00JacTH
[IEHTECTHHIa, aHAIU3y 3(PPEKTUBHOCTH €€ IPUMEHEHUS B Pa3/IMYHbIX CLIEHAPUSIX,
a TaKke NpeuMyinecrtsaM M orpaHudeHussM OpenVAS mpu BBINOIHEHHHU 3ajad
yIOpaBlieHUs YS3BUMOCTSMH. PaboTa akIEeHTHpYeT BaKHOCTb HWHTErpalyn
OpenVAS B mporneccsl obecniedeHnsi HHGOOPMAIMOHHOW OE€30MacHOCTH U
JEMOHCTPHUPYET, KaKk aBTOMAaTHU3alUsl IPOLECCOB BBISBICHUS YSI3BUMOCTEH
CIIOCOOCTBYET IOBBIILICHUIO HAJEKHOCTU 3ALIUTHBIX MEXaHW3MOB OpraHU3aLUH.
B nacrosiiee Bpemst BOpockl 6€30macHOCTH HH(POPMAIMOHHBIX CHCTEM 00BEKTOB
KPUTHYECKOW MH(POPMALMOHHON MH(PACTPYKTYpbl IPHUOOPETAIOT aKTYalbHOCTb.
B 10 xe Bpems Tekymiue 3ajaud ayauta nHpopMmanuoHHoi 6ezomacHoctH (MB)
OOBEKTOB KPUTHYECKOM HH(OPMALMOHHONW HHQPACTPYKTYpHl, KakK IPaBUIIO,
CBOJIATCS K IPOBEpPKE UX HA cooTBeTcTBUE TpeOoBaHusM MbB. OnHako npu Takom
MOAXONE K ayAuTy 4YacTO OCTaeTcs HESICHOW YCTOWYMBOCTBH 3THX OOBEKTOB K
peaspHBIM aTakaM 3J10yMBIIIJICHHUKOB. UTOOBI MPOBEPUTH TAKYIO YCTOMYMBOCTD,
OOBEKTHl MOABEPTAIOTCS MPOLEAYype TECTUPOBAHUS, @ UMEHHO TECTHPOBAHHIO
Ha TPOHUKHOBEHHME. AHAIN3 OTEYECTBEHHBIX NyONIMKaLWii B 3TOM oOmactu
MOKAa3bIBAET, YTO B OTEUECTBEHHOW MPAKTUKE OTCYTCTBYET CUCTEMHBIH MOAXOJ K
TECTHUPOBAHHIO HA IPOHUKHOBEHHUE. B CBS3M € 9TUM aKkTyajbHO MPOaHaIM3UPOBAThH
Jydige 3apyOeKHbIe MOAXOIbl M MPAKTUKU K TecTupoBaHuio. Llenbio sBisiercs
CPaBHHUTENBHBINA aHATIN3 CYIECTBYIOIINX 3apyOSKHBIX U OTEUECTBEHHBIX METO/IOB
U CTaHJApTOB TECTUPOBAHNUS HA IPOHUKHOBEHHE. DJIEMEHTaMHU HOBU3HBI SBJISIFOTCS
BBISIBIICHHBIE 0COOCHHOCTH, ITPEUMYIIIECTBA, HEIOCTATKU U chepa MPUMEHUMOCTH
CYIIECTBYIOIIMX CTAHAAPTOB U METOAOB TECTUPOBAHMS Ha IPOHUKHOBEHKE. B 3TOI
cTaThe OyZIeT pacCMOTpEH cKaHep ysa3BuMocTeit OpenVAS. Uurtatenn 03HAKOMSTCS
C pacIMpeHHbIMH QYHKIUSAMH IPOTPAMMBI, €€ HACTPOHKH 3aBUCAT OT QYHKIHNA U
BO3MOXHOCTEH.

KioueBble ciioBa: TecTHpOBaHHE HA TPOHUKHOBEHHUE, WH(POPMAIMOHHAS
Oe3omacHocTh, TectTupoBanue, OpenVAS, ys3sumocts, Kali linux.

Introduction

Recently, the number of cyber attacks on the external and internal perimeter
of Kaznet has increased. According to JSC State Technical Service, about
20 million cyber attacks were repelled over the past month. One of the current
methods of counteracting cyberattacks is penetration testing (Pentest) of your
own infrastructure, for the timely detection and closing of vulnerabilities. In
Kazakhstan, there is a shortage of qualified specialists who search for and exploit
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vulnerabilities. University graduates often lack the practical skills they should have
after graduation. This is due to the emphasis on teaching theoretical material. To
solve this problem, it is necessary to develop classes on modern equipment and
software focused on the practical aspects of information security. The creation
of such tasks is associated with large expenditures of labor, time and resources.
Checking the results of practical skills is associated with the same costs. A hardware
simulator would help to save time, on which practical skills in penetration testing
(Pentest) would be practiced (Aryanti, 2012).

This article will focus on the OpenVAS vulnerability scanner. Readers will
get acquainted with the basic and advanced functions of the program, its unique
features and useful options (Aryanti, 2021).

The OpenVAS Vulnerability Scanner from Greenbone Vulnerability Management
(GVM) is used for Greenbone Security Manager appliances and is a full featured
scanning engine. It is capable of performing a constantly updated and extended
system of Network Vulnerability Tests (NVTs).

OpenVAS (Open Vulnerability Assessment System, Open Vulnerability
Assessment System, originally called GNessUs) is a framework consisting of several
services and utilities that allows you to scan network nodes for vulnerabilities and
manage vulnerabilities (Astriani, 2021).

The OpenVAS project, under the name GNessUs, began as a fork of Tenable
Network Security’s Nessus open source vulnerability scanner, after the company
decided in October 2005 to close the source code of the application and make it
proprietary. All OpenVAS products are open source and released under the GPL
license. About 2 years have passed between the previous and current releases.

Materials and methods

One of the important factors that affect the success of a penetration test is the usual
testing methodology. The lack of conventional penetration testing techniques means
a lack of uniformity. In a penetration test methodology, the plan for conducting the
test is primarily determined. This plan provides not only the objectives of testing,
but also the impact that must be performed to assess the current state of security of
the network, applications, systems, or any combination of them.

When assessing the state of security of the information infrastructure, it may be
necessary to conduct penetration testing. Penetration testing (penetration testing,
pentest, pentest) is a method for assessing the security of computer systems or
networks, in which a specialist uses simulation of the actions performed by an
attacker when trying to hack. There are several types of tests, such as the white box
method, the black box method, the gray box method (Cisar, 2019).

White box methods. In this group of tests, the tester knows the system under test
well and has full access to all its components. Testers work with a client and have
access to sensitive information, servers, running software, network diagrams, and
sometimes even credentials. This type of testing is typically performed to validate
new applications before they go live, as well as to regularly validate a system as
part of its Systems Development Life Cycle (SDLC). Such activities allow you
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to identify and eliminate vulnerabilities before they can get into the system and
harm it. “White box™ - testing is carried out in the conditions of having complete
information about the information infrastructure of the company and the internal
organization of the network. Before testing, the company provides network diagrams
or a list of operating systems and applications used. Although this situation has a
low probability in real life, the method is the most effective and accurate, as it is the
worst-case scenario in which the attacker has complete knowledge of the network
(Darojat, 2022).

Black box methods. This group of tests is applicable when the tester does not
know anything about the system under test. This type of testing is most similar to
real attacks by an attacker. The tester must obtain all the information, creatively
applying the methods and tools at his disposal, but not going beyond the agreement
concluded with the client. But this method also has its drawbacks: although it
simulates a real attack on the system or applications, the tester, using only it, may
miss some vulnerabilities (Heiding, 2023). This is a very expensive test as it takes
a lot of time. Performing it, the tester will study all possible directions of attack and
only after that will report the results. In addition, in order not to damage the system
under test and cause a failure, the tester must be very careful. “Black box” - testing
is carried out in the absence of information about the information infrastructure of
the enterprise at the time of testing. For example, if it is external black-box testing,
only the website address is disclosed to the researcher, and the task then is to carry
out a hack as if the specialist were a real attacker (Kyei, 2020).

Gray box methods. The test takes into account all the advantages and
disadvantages of the first two tests. In this case, only limited information is available
to the tester, allowing an external attack on the system. Tests are usually performed
in a limited scope where the tester knows little about the system. “Grey box” -
during testing, the specialist imitates the actions of an employee of the organization.
This means that he receives an account for accessing the internal network and has
standard access rights and partial knowledge of the organization of the company’s
internal infrastructure, which is necessary for the employee to perform his job
duties (Laksmiati, 2023). Thanks to this method, it is possible to assess the internal
threats that come from the company’s employees.

To ensure the best test results, regardless of the penetration tests used, the tester
must follow the testing methodology. In the following, we will discuss some of the
more popular standard test methods in more detail (Melladia, 2022).

To simplify the definition of the sequence of actions with an attacker, Lockheed
Martin Corporation proposed the Cyber Kill-Chain model. It determines what
actions an attacker must take in order to achieve their goals by attacking the network,
extracting data, and maintaining a presence in the organization (Mira Orisa, 2021)

Let’s describe the steps of penetration testing:

The first stage is reconnaissance. At this stage, as much information as possible
is collected from various, both closed and open, sources about the chosen target
(Nur, 2020). Reconnaissance can be: 1-active - the security researcher uses special
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tools to explore the target network and devices, for example, to determine the range
of IP addresses and open ports, to determine the services running on the target
devices (Paramita, 2019);

2- passive - the security researcher uses information available to any Internet
user in order to find out and analyze information related to the technologies used in
the organization under study (Sahtyawan, 2019).

The second stage - scanning and ‘“weaponization” (Weaponization). After
discovering the services, the researcher determines whether there are vulnerabilities
on the target devices. To pass this stage, specialists use the Nmap software product to
detect open ports, services and their versions for further analysis for vulnerabilities
and the possibility of obtaining unauthorized access (Seema, 2019).

The third stage is delivery. If access to the device can only be obtained through
the use of a written malicious program (virus), then the virus is “delivered” through
e-mail, electronic resources, etc.

The fourth stage is exploitation (Exploit). The delivered virus must be invoked in
some way (with or without the user of the target device) to exploit the vulnerability
(Sikumbang, 2018).

Each paragraph should start with an indentation of 4 spaces or 0.20”.

No Line breaks between paragraphs belonging to the same section. (Wibowo
F., 2019)

Results and discussion

Let’s take an example, scanning a host using OpenVAS, i.e. Greenbone Security
Manager. 1. Host scan. We will use Greenbone Security Manager (OpenVAS) for
scanning. In the Scans menu, the Tasks tab, create a new scan task (Fig. 1).

Task Wizard
Quick start: Immediately scan an IP address
IP address or hostname: | 10.10.111.1 |
The default address is either your computer or your network gateway.
As a short-cut the following steps will be done for you:

1. Create a new Target
2. Create a new Task
3. Start this scan task right away

As soon as the scan progress is beyond 1%, you can already jump to the scan report by clicking on the progress bar
in the "Status” column and review the results collected so far.

! The Target and Task will be created using the defaults as configured in "My Settings™.

By clicking the New Task icon [’f you can create a new Task yourself.

oo )

7

Figure. 1. New task window

Specify the IP of the scanned host or network. Then we press Start Scan and wait,
after the scan result comes out, that is, in Fig. 2 we will see a list of applications.
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@ Report:Wed, Jan 18, 2023 5:52 AM UTC s 0: 0 4170-8459-89d8668984 1 Modified: Wed, Jan 18, 202 Owner: kanat
Information Results Hosts Ports Applications Operating Systems CVEs  Closed CVEs TLS Certificates Error Messages User Tags
(230f148) (10f1) (70f16) (70f7) (10f1) (1007 10) (00f0) (30f3) (1of1) (©
1-70f7
Application CPE Hosts Occurrences Severity ¥
) cpe:/a:postgresql:postgresql 1 1
@ cpe:/a:openbsd:openssh:7.4 1 1
cpe:/azmongodb:mongodb:3.4.19 1 1 /A
cpez/a:nginx:nginx:1.20.1 1 3
cpe:/a:fSinginx:1.20.1 1 3
cpe:/aprometheus:prometheus:2.2.1 1 1
pe:/a:wso2:enterprise_integrator:6.3.0 1 1 /A
(Applied fiter: apply_overrdes=0 levels=h min_qod=70 first=1 sort- 1-70f7

Figure. 2. List of applications

In Fig. 3, you can see a list of vulnerabilities with an indication of criticality.

Information | Results Hosts Ports  Applications Operating Systems ~CVEs  Closed CVEs TLS Certificates Error Messages User Tags
@3of143) _(or1) | (rot16) Gor) G or ) oot 10) ot o) Gora) ot ©

1o230r23
Host

Vulnerability M severity v Qo o Name Location Created

WS02 Enterprise Integrator <= 6.6.0 Multiple Vulnerabilities & EECECXCTTME 0%  10.223.56.19 0443/tcp Wed, Jan 18, 2023 6:08 AM UTC
SSL/TLS: Report Vulnerable Cipher Suites for HTTPS. B 98%  10.223.56.19 a43/tcp Wed, Jan 18, 2023 6:03 AM UTC
SSL/TLS: Report Vulnerable Cipher Suites for HTTPS B 98%  10.223.56.19 8243/tcp Wed, Jan 18, 2023 6:03 AM UTC
HITP Brute Force Logins With Default Credentials Reporting S EEEEICTONEN 95%  10.223.56.19 oasa/tcp Wed, Jan 18, 2023 6:09 AM UTC
WS02 Enterprise Integrator <= 6.4.0 XXE Vulnerability 3 80%  10223.56.19 0443/tcp Wed, Jan 18, 2023 6:08 AM UTC
WS02 Enterprise Integrator <= 6.6.0 XXE Vulnerability £ 80%  10.223.56.19 9443/tcp Wed, Jan 18, 2023 6:08 AM UTC
WS502 Enterprise Integrator 6.2.0, 6.3.0 XXE Vulnerability 2 50%  10.223.56.19 2443/tcp Wed, Jan 18, 2023 6:08 AM UTC
Prometheus < 2.7.1 XSS Vulnerability TOSMN 99%  10.223.56.19 9000/tcp Wed, Jan 18, 2023 6:07 AM UTC
WS02 Enterprise Integrator <= 6.6.0 XSS Vulnerability fNDEN 0%  10.223.56.19 0443/tcp Wed, Jan 18, 2023 6:08 AM UTC
Weak Key Exchange (KEX) Algorithm(s) Supported (S5H) IUDEN  s0%  10.223.56.19 22/tcp Wed, Jan 18, 2023 6:02 AM UTC
SSL/TLS: Renegotiation DoS Vulnerability (CVE-2011-1473, CVE-2011-5094) 2 IO 0% 10.223.56.19 5243/tcp Wed, Jan 18, 2023 6:12 AM UTC
Prometheus Information Disclosure Vulnerability - Active Check A SOTSEE 100 %  10.223.56.19 0000/tep Wed, Jan 18, 2023 6:07 AM UTC
SSL/TLS: Known Untrusted / Dangerous Certificate Authority (CA) Detection = TSN 9%  10.223.56.19 2443/tcp Wed, Jan 18, 2023 6:03 AM UTC
SSL/TLS: Known Untrusted / Dangerous Certificate Authority (CA) Detection = TTEE 9%  10.223.56.19 8243/tcp Wed, Jan 18, 2023 6:03 AM UTC
Cleartext Transmission of Sensitive Information via HTTP ® TITTEE s0%  10.225.56.19 8280/tcp Wed, Jan 18, 2023 6:05 AM UTC
Cleartext Transmission of Sensitive Information via HTTP TITIM socs  10223.56.19 0444/tep Wed, Jan 18, 2023 6:05 AM UTC
SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection TEITIEE  98%  10.223.56.19 8243/tcp Wed, Jan 18, 2023 6:03 AM UTC
SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection TN 98%  10.223.56.19 aa3/tep Wed, Jan 18, 2023 6:03 AM UTC
Wesk Encrvotion Alaorithm(s) Supnorted (SSH) = TTSEE 05%  10.223.56.19 R R— 1. 2023 i

Figure. 3. List of vulnerabilities with criticality

As a result of the scan, it is determined that the application with a high level of
criticality WSO2 enterprise Integrator version 6.3.0. (Fig. 4)

« > C A He saumwero | hitpsy/* 9443 /carbon/product/about.html

Help

Version 6.3.0

About WSO2

‘WSO2 El is a unified distribution of WSO2 Enterprise Service Bus and Data Services Server, which works as a single runtime (Integrator) along with optional runtimes
includes a shared component directory, with profile-based management capabilities for each runtime. WSO2 El distribution contains another lightweight integration

WSO2 EI 6.3.0 is developed on top of the revolutionary carbon platform (Middleware ' la carte), and is based on the OSGi framework to achieve the better modulari
optional components to customize the behavior of the server. Further, if you do not want any of the built in features, you can uninstall those features without any tt

Need more help

Online Documentation
Read articles

Ask questions on Stackoverflow
Subscribe to the mailing_list
Report an Issue

Get commercial support

Figure. 4. Highly critical WSO2 enterprise Integrator version 6.3.0 application

Next, we check for vulnerabilities and exploits on https://vulners.com/ and
google.com. The Vulners website is a very large and continuously updated database
of information security (information security) content[16]. The site allows you to
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search for vulnerabilities, exploits, patches. We find information about the presence
of a vulnerability with a high level of criticality of 9.8. WSO2 RCE (CVE-2022-
29464) (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29464).

The attack can be initiated remotely. There is an exploit for Metasploit (https://
packetstormsecurity.com/files/166921/WSO-Arbitrary-File-Upload-Remote-
Code-Execution.html). For operation, we use Kali linux (Linux distribution for
security testing). Let’s run metasploit.

$ sudo msfdb init && msfconsole
Running metasploit and looking for an exploit for wso2. msf6 > search wso2

P a_

kali@kali: ~ - O X

Let’s choose to use it. use 0
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DEPLOY_DELAY 20

LHOST

LPORT 4444

You need to specify the target ip (RHOSTS) and specify the ip address of Kali
linux (LHOST), and other parameters. In this case, it is enough for us to specify
both ip, the rest is left by default. Specified via the set RHOSTS ta.rg.et.ip and set
LHOST ka.li.i.p commands, where ta.rg.et.ip is the target’s ip address and ka.li.i.p
is the Kali Linux ip.

Re-check the settings with the show options command, if everything is correct,
run the exploit.
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Exploit was successful, the reverse shell was launched. We look at information
about the remote system with the sysinfo command. Information from whom the
getuid process is running.

The /etc/shadow file.
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You can upload an ssh key to get full access to the system.

To do this, we will create a key on Kali linux ssh using the ssh-keygen
command. The key pair id_rsa and id_rsa.pub will be created, rename id_rsa.pub to
authorized_keys. After that authorized keys you need to copy this file to the remote
computer in the directory /root/.ssh/

cd /root/.ssh/

upload authorized keys.

Checking access with Kali Linux.

$ ssh root@ ta.rg.et.ip -i .ssh/id rsa

Two different types of styles can be used: In-line style, and Display style.

Conclusion

In conclusion, high-level vulnerabilities were discovered, they were successfully
exploited, and their ssh key was set for further connection. Thus, it can be noted
that vulnerability scanning is an important phase of penetration testing. A timely
updated vulnerability scanner can play an important role and help detect previously
overlooked vulnerabilities. Using a tool like OpenVAS can identify misconfigured
hosts, out-of-date software, and help departmental security technicians make their
infrastructure more secure.
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