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Abstract. Our study aims to analyze and evaluate modern machine learning
methods for detecting malware, a critical challenge given the increasing
complexity and volume of cyber threats. Traditional approaches often fail to cope
with new types of malware, so the use of machine learning allows you to increase
the effectiveness of protection by identifying abnormal behaviors and unknown
threats in real time. Machine learning methods open up new opportunities for threat
detection by analyzing behavioral signs of files and network activities. In addition,
the use of Machine learning methods makes it possible to adapt to new types of
threats in real time, which significantly increases the level of security and reduces
risks for users and organizations. We explored various algorithms, including
Support Vector Machines, Random Forest, Logistic Regression, and Decision
Trees, comparing their effectiveness in identifying and classifying malware. Our
methodology combines static, dynamic, and memory-based analysis techniques,
offering a comprehensive approach to understanding malware behavior.

Key findings reveal that Decision Trees and Random Forests demonstrate
impressive accuracy in both binary and multi-class classification tasks. We also
highlight novel methods such as the Self-Organizing Incremental Neural Network,
which effectively handles evolving malware threats. The integration of static and
dynamic analysis methods deepens insights into malware behavior.

This research underscores the importance of advancing machine learning
techniques to enhance cybersecurity measures against evolving global malware
threats, offering valuable insights for future research directions.
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AnHotanus. bizgiH 3eprreyiMi3 KuOepkayilTepAiH ecim Keje >KaTKaH
KYPACTIIrl MEH KOJeMiH eCKepe OTBIPBIN, MaHbI3/Ibl Macese OOJbIN TaObLIaThIH
3USHABI OaFapiIaManap/ispl aHBIKTayFa apHAIFaH MAIIMHAIBIK OKBITY/IBIH 3aMaHay !
OIICTEepiH Tanmayra >KoHE Oarayiayra OarpITTaiFaH. J{ocTypii Tocimaep 3USHIBI
OarzapiaManapblH jKaHa TYPJEPiH aHBIKTAal anMaiiibl, ajl MAIIMHAJIBIK OKbITYAbI
KOJIJIJaHYy HaKThl YaKbIT PEXHMIHIE KAJBINTaH ThIC MiHE3-KYJIBIK TIeH Oenrici3
KayinTeplli aHbIKTay apKblIbl KOPFAHBIC THIMJIUIITIH apTTHIpyFa MYMKIHJIK Oepei.
MarvHasbIK OKBITY 911icTepi (haiiiapblH MiHE3-KYJIbIK OCITIICPiH jKOHE KEITIK
OpeKeTTepl Tayjay apKbUIBl KayilTep/i aHBIKTAYJIbIH JXaHa MYMKIHIIKTEpiH
amazapl. CoHbIMEH Karap, MalnHajIbIK OKBITY SAICTEpiH KOJAAHY HAKThl YaKbIT
peKHMIHJE KayinTiH jkaHa TypJepiHe Oeifimmenyre MyMKiHmIK Oepemi, Oy
KayiIlci3[iKk JeHreliH efoyip apTThIpajbl KoHE MaliJaiaHymbUIap MeH YibIMaap
YIUiH Toyekenaepai azaiTansl. biz opTypii alropuT™Maepai, COHBIH illiHAe Tipek
BEKTOPJIBIK SAiCTEpAl, Ke3ACHCOK OpMaHIIbl, JIOTUCTUKAIBIK PErPECCHSHBI KOHE
MIENTM aFaIinTapblH 3epTTeHMi3, OJNIApABIH 3USHILI OarmapiiamManiapibl aHBIKTAY
YKOHE JKIKTEYIET1 THIMIUIITIH CABICTRIPABIK. bi3miH omicTeMe 3usHIbI OaFmapiamMa
OpEeKeTiH TYCiHyTe KeIIeH/ i TOCI/II YChIHY YIIIiH CTaTUKAIBIK, THHAMUKAIBIK )KOHE
JKaJIKa HEeri3/IeIreH Tanaay SficTepiH OipikTipei.

Herisri HoTwkenep menriM aramrapbl MEH Ke3[eHCOK OpMaHIapAbIH EKiTiK
JKOHE KOIl KJIACThI JKIKTEY MOCceJeNIepiHIe acepili TAJIIK KOPCETETIHIH KOpCeTeIi.
bi3 conpaii-ax maMbIn KeJie JKaTKaH 3USHABI Oarmapiama KayinTepiMeH THIMII
kypecertin Self-Organizing Incremental Neural Network cusakre! sxaHa omicTepi
arar etemi3. CTaTHKaIbIK KOHE JUHAMUKAJIBIK TaJay SAICTepiH OipiKTipy 3USH/IBI
OarapiaMa opeKeTiH TYCIHyAl TepeHIeTeI].

By 3eprrey Oonamak 3eprrey OarbITTapbl YIIiH KYHJBI TYCIHIKTEpIi YChIHA
OTBIPBIT, JTAMBIN KeJie KaTkKaH »ahaHJbplK 3USHIBI OarmapiaManap KayinrepiHe

30



ISSN 1991-346X 4. 2024

KapChl KHOEPKAYIIICI3/IiK IIapaiapbliH )KaKCcapTy YIITiH MaIlIHAIIBIK OKBITY 9JTICTepiH
93ipIIey liH MaHbBI3bUIBIFBIH KOPCETE/I.

Tyiiin ce3mep: 3usiH b1 OaFaapiiamanap, KiaccuhuKarus JJ11r, epeKIeTiKTep-
Il Ty, MAIlIMHAJIBIK OKBITY, KAyiTICi3iK aHATUTUKACKI, KHOepKayimTep.

© I'N. Axkmoaak*, A.A. begeas6aes, P.C. Marazos, 2024.
Kazaxckuii HalMOHAJIBHBIM YHUBEpPCUTET nMeHH anb-Dapadu, Anmarsl, Kazaxcran.
E-mail: gaksholak@gmail.com

AHAJIN3 U CPABHEHUE METOAOB MAIIIMHHOI'O OBYYEHUS
JJIs1 OBHAPYKEHUS BPEJOHOCHOI'O 11O

Axmosak I'yanyp — PhD noxropant, Ka3axckuii HallmoHaIbHBI YHUBEPCUTET UMEHH anb-Dapadu,
Anmarsl, Kazaxcran, E-mail: gaksholak@gmail.com, https://orcid.org/0000-0001-8292-6939;
BeneabdaeB AraH — xangumar (QHU3MKO-MAaTEeMaTHYEeCKHX HAyK, accol. mpodeccop Kadeaps
«MHbOpMalMOHHBIX cHcTeM» Ka3axckoro HalMOHAIBHOTO YHHMBEpCHTeTa HMEHH anb-Papabdu,
E-mail: agyn08@yandex.ru, https://orcid.org/0000-0001-9839-4156;

Mara3zos PaiibiM0ex — PhD noxtopant, Kasaxckuii HalMOHaJbHBI YHUBEPCHTET UMEHHU ajlb-
®dapabu, Anmarel, Kaszaxcran, E-mail: Magazovraiko@gmail.com, https://orcid.org/0009-0000-
4105-2331.

AnHotanusi. Hame wuccienoBaHue HampaBleHO Ha aHalU3 W OLECHKY
COBPEMEHHBIX METO/IOB MAIIMHHOTO OOYy4eHHs Uil OOHApyKEHUS! BPEJOHOCHBIX
MIPOTPaMM, YTO SIBJISIETCS KpUTHUYE CKOM TTPOOIEMOH, yUUTHIBAs pACTYLIYIO CJIOKHOCTh
u 00beM Knbepyrpo3. TpaAuOHHbBIE TOJXOABI YaCTO HE CIPABISIOTCS ¢ HOBBIMU
THUTIAMHU BPEIOHOCHBIX ITPOTPaMM, OSTOMY HUCIOJIB30BaHNE MAITUHHOTO 00yYeHHUs
MO3BOJISICT MOBBICUTH 3(P()EKTUBHOCTH 3aLIUTHI 338 CYET BBISABICHUS aHOMAJIBHOTO
MOBEACHUSI M HEW3BECTHBIX YIPO3 B PEXKUME peasbHOro BpEeMEHH. MeTomsl
MAaIIMHHOTO 00YYEHHUS! OTKPHIBAIOT HOBBIE BO3MOKHOCTH JJIsl OOHAPYKEHHUS yTrPpo3
MyTeM aHaJi3a MOBEICHYECKUX PU3HAKOB (aiiioB 1 ceTeBoil akTHBHOCTH. Kpome
TOTO, MCIOJIb30BaHHE METOJJOB MAIIMHHOTO OOYYEHHS TIO3BOJISIET adalTHPOBATHCS
K HOBBIM THIIaM yIPO3 B PEKUME PEabHOTO BPEMEHH, YTO 3HAYUTEIBHO TOBBIIIAET
ypOBEHb O€30MacHOCTH M CHIKAET PUCKHU JUIA TOJb30BaTeleid M OpraHU3ali.
MBI HccneoBany pa3iudHble aJrOPUTMBI, BKIIIOUAsT METOBI OMOPHBIX BEKTOPOB,
CITyYaiHBIH JIeC, JTIOTUCTHYECKYIO PErPEecCHI0 U IEPEeBbs PELICHNH, CpaBHUBAsI X
3 PEKTUBHOCTh TIPH BBISBICHHHM U KJIACCH(OUKAIMKM BPEIOHOCHBIX IMPOTPaMM.
Hama meromonorusi oObequHSET CTaTHYECKUE, AMHAMHUYCCKHE M OCHOBAHHBIC
Ha MaMATH METOMbl aHalW3a, Mpeajaras KOMIUICKCHBIM MOAXOA K MOHUMAaHHUIO
MOBEACHUS BPEIIOHOCHBIX TIPOIPaAMM.

OcCHOBHBIE pE3yNbTaThl MOKA3bIBAIOT, YTO JAEPEBbS PEUICHUH M CIydaiiHbIe
jeca JAEMOHCTPUPYIOT BIEYATISIONIYI0 TOYHOCTh Kak B OWHApHBIX, TaK U B
MHOTOKJIACCOBBIX 3a/1a4ax KiacCupUKauu. Mbl TakKe BbIIENSIEM HOBBIE METOJIBI,
takue kak Self-Organizing Incremental Neural Network, kotopas s¢QexTuBHO
CTIpaBIISICTCS C PA3BUBAIOIIMMUCS YTPO3aMH BPEIOHOCHBIX ITporpaMM. MHTerpanus
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CTaTUYECKUX U IMHAMUYECKIX METO/IOB aHAJIH3a YIIIyOIsieT TOHUMaHKE TOBEICHUS
BPEIOHOCHBIX TIPOTPaMM.

DTO UCCIIE0BAaHUE MOUCPKUBACT BaXKHOCTh PAa3BUTUS METOJOB MAITMHHOIO
oOy4deHHs sl yAydIleHUusT Mep KhOepOe30MacHOCTH IMPOTHUB Pa3BUBAIOIIMXCS
[I00JIBHBIX YIPO3 BPEIOHOCHBIX MPOrpamM, IMpejyiarasi [MeHHYH HH()OpMAIUo
TUTsT OyMyTIIX HAIIPaBIICHUN UCCIICIOBAHUH.

KuaroueBsie cioBa: BpenonocHoe [10, TouHOCTS KiTaccurKamm, H3BICICHNE
MIPU3HAKOB, MAIIMHHOE 00yUYeHNe, aHATUTHKA 0€30TTaCHOCTH, KHOEPYTPO3HI.

Introduction. The rapid escalation of cyber threats, particularly malware, poses
significant challenges to global cybersecurity. Malware, encompassing a variety
of malicious software designed to disrupt, damage, or gain unauthorized access
to systems, has become increasingly sophisticated, making traditional detection
methods less effective. Malware is not merely software that operates without the
consent or knowledge of system administrators, as stated in the literature (Or-Metir,
et al, 2019). Instead, it encompasses a broad range of software types, including
viruses, worms, trojan, horses, ransomware, spyware, adware, and others, each
with the primary intent of inflicting damage (Bedelbayev, et al, 2023). The
sophistication and variety of malware necessitate a comprehensive understanding
and robust defense mechanisms to protect against these pervasive cyber threats.
In this context, machine learning (ML) has emerged as a powerful tool, offering
enhanced capabilities to detect both known and novel threats by analyzing vast
datasets of benign and malicious files.

Despite the advancements in ML-based malware detection, there remain
significant gaps in the research. Most notably, existing studies often rely on static
models that struggle to keep pace with the evolving nature of malware. This
research aims to address the gap by exploring adaptive machine learning models
that can learn in real-time and respond to emerging threats more effectively.

This review article proposes to evaluate and compare various machine learning
algorithms, such as Support Vector Machines, Random Forests, and Decision
Trees, in their ability to detect and classify malware. By conducting a series of
experiments on contemporary datasets, we seek to determine which models offer
the highest accuracy and robustness in a dynamically changing threat landscape.
By synthesizing the findings from various studies, this review seeks to identify
current trends, gaps in the research, and potential directions for future exploration.
Ultimately, our goal is to offer insights that can inform the development of more
effective and resilient malware detection systems.

Materials and Methods

Malware analysis is indeed a critical step in understanding and detecting
malicious software. The process involves examining the characteristics, behavior,
and functionality of malware to develop effective countermeasures.

Sihwail et al. in their work presented a comprehensive classification of malware
analysis techniques, categorizing them into static, dynamic, hybrid and memory-
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based analysis (Sihwalil, et al, 2018). They also reviewed various research studies
that utilized machine learning methods for malware detection, offering insights into
the application of these techniques in the field. Figure 1, shows malware analysis
techniques and their common features.

Malware analysis Static API calls
CFG
OPcode
N-Gram
Dynamic Function parametrs

Funiction call

Instruction traces

Instruction flow

Hybrid Combines static/dynamic
Memory Process/Service

DLL

Registry keys

Network Connections

Figure 1. Malware analysis techniques and their common features

Static Analysis

When a software or piece of code is analyzed without executing, this kind of
analysis is called static analysis or code analysis. Static code analysis involves
studying the binary file and looking for patterns in its structure that might be
indicative of malicious behaviour without ever actually running the binary. Various
static features, such as N-grams, opcodes, strings, and PE header information,
are extracted for analysis. These features are then utilized in designing malware
detection software like antivirus programs and IDSs. The analysis can be performed
with or without applying reverse engineering on the malware samples.

Dynamic Analysis

Dynamic analysis is particularly useful for files that have not been adequately
disassembled or examined through static analysis.

While traditional malware classification techniques rely on static or dynamic
analysis, Zelinka et al. (2023) introduce a fractal geometry-based method, which
visualizes malware behavior in a visually distinctive manner, potentially improving
classification accuracy through deep learning models (Zelinka, et al, 2023).

Hybrid analysis

The study confirms that traditional analysis methods, such as static and dynamic
analysis, have inherent limitations, underscoring the need for the development of
more accurate and efficient techniques based on a hybrid approach.
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The survey by Aboaoja et al. underscores the pressing need for hybrid detection
methods that combine static, dynamic, and heuristic approaches to effectively
combat the sophisticated tactics used by modern malware, such as code reordering
and encryption (Aboaoja, et al, 2022).

Memory Analysis

Process/Service: Reviewing active processes and services in memory to detect
any malicious activity or unexpected behavior.

DLL (Dynamic Link Libraries): Identifying and analyzing dynamically loaded
libraries, which could be used by malware to perform various actions or hide its presence.

Registry Keys: Examining the Windows Registry for unauthorized changes
or entries that may be added by malware to maintain persistence or configure
execution.

Network Connections: Monitoring incoming and outgoing network traffic to
identify communication with command-and-control servers or other malicious
network activity.

Memory analysis is crucial as it can reveal the presence of malware that is
actively running in the system memory, which might not be detected through
static or dynamic analysis alone. It can help to identify rootkits and other forms
of stealthy malware that are designed to hide their presence on a system. Memory-
based analysis provides insights into how malware interacts with the system at
runtime, which can be essential for developing effective countermeasures.

Malware Detection Techniques

Malware detection methods can generally be categorized into three main
types: signature-based, heuristic-based (also called as behavior or anomaly-based
detection), and specification-based approaches (Figure 2). These techniques identify
and detect malware and take countermeasures against those malwares for the safety
of computer systems from a potential loss data and resources.

Signature-Based Detection

Signature-based detection relies on known patterns or signatures of known
malware. These signatures are unique identifiers derived from the characteristics
of specific malware strains.

Signature-based detection is described as a widely used approach in commercial
antivirus software that is fast and efficient in detecting known malware. However, it
is highlighted that this approach has significant limitations, especially in detecting
unknown or new generation malware. The paper (Aslan, et al, 2020) points out
that malware from the same family can often evade detection by using obfuscation
techniques, making signature-based methods less effective against sophisticated
threats.

Heuristic-Based Detection

Aslan, etal. provide a detailed overview of various malware detection approaches,
emphasizing that while signature-based methods are effective for known threats,
they fall short when detecting new and sophisticated malware types, underscoring
the need for hybrid or more advanced detection techniques (Aslan, et al, 2020).
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Specification-Based Detection (Anomaly Detection)

Specification-based detection involves defining a set of rules or specifications
for normal system behavior. Any deviation from these specifications is flagged as
potentially malicious.

Malware Detection I

.

.

Behavior-based

l

Dynamic

I

Signature-based I

b

Static Hybrid

l

Static

Hybrid

Dynamic

A4

| Soecification-based

v \ 4

| Static I ‘ Dvnamic I

]

Hybrid

Figure 2. Categories Malware detection techniques

The system establishes a baseline of normal behavior and alerts administrators
if there are significant deviations. This can include anomalies in file access patterns,
network traffic, or system resource usage. This method does not rely on known
signatures but rather on rules or algorithms to predict malicious intent based on

certain characteristics or actions.
Each detection method has its own strengths and weaknesses, as shown in Table 1.

Table 1 — Comparison of Malware Detection Techniques

Malware detection
techniques

Advantages

Disadvantages

Signature based

It can detect known instances of
malware accurately, less amount
of resources are required to detect
the malware and it mainly focus
on signature of attack

It can’t detect the new, unknown instances
of malware as no signature is available for
such type of malware

Heuristic based

It can detect known as well
as new, unknown instances of
malware and it focuses on the
behavior of system to detect
unknown attack.

It needs to update the data describing the
system behavior and the statistics in normal
profile but it tends to be large. It need more
resources like CPU time, memory and disk
space and level of false positive is high.

Specification
based

It can detect known and unknown
instances of malware and level of
false positive is low but level of
false negative is high.

It is not as effective as behavior based
detection in detecting new attacks;
especially in network probing and denial of
service attacks.
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Machine learning techniques have transformed malware detection, offering
enhanced capabilities to identify both known and novel threats by analyzing large
datasets of benign and malicious files.

While traditional signature-based methods are limited in detecting new malware,
El Merabet and Hajraoui highlight the advantages of machine learning classifiers,
such as support vector machines and neural networks, which excel at generalizing
from training data to accurately detect previously unseen malware (El Merabet, et
al, 2019).

Bharadiya provides an insightful overview of the applications of machine
learning in cybersecurity, emphasizing its critical role in addressing complex
challenges such as phishing detection, malware identification, and intrusion
detection systems (Bharadiya, 2023).

In Figure 3 shows a malware detection system using machine learning.

The figure provided appears to be a schematic representation of a machine
learning-based malware detection system. It illustrates the process flow from
training to testing phases.

Training
Samples

Analysis

Machine Leaming
Classifier (SVM, DT,
RF...)

Feature
Enginering
(Extraction &
Representation)

Malwares files

Benign files

L L J
Y T

Training Phase Testing Phase

Training Mabware
Classifiers

[ Benign File ] [ Malicous File l

Figure 3. Schematic Framework of Malware Detection System using ML

Training Samples: This step involves collecting a dataset composed of both
malicious files (malwares) and benign files. The quality and diversity of these files
are crucial for building an effective classifier.

Analysis: In this step, the dataset undergoes analysis, which can be static,
dynamic, or a hybrid combination of both. Static analysis involves examining the
malware without executing it, while dynamic analysis involves running the malware
in a controlled environment to observe its behavior. Hybrid analysis combines
elements of both static and dynamic analysis to provide a comprehensive overview.

Feature Engineering (Extraction & Representation): This is a critical step where
information features of the malware are extracted. Features could include API
calls, binary data, control flow graphs, and other relevant data points that help in
distinguishing between benign and malicious files.
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Training Malware Classifiers: The extracted features are then used to train
machine learning classifiers such as Support Vector Machines (SVM), Decision
Trees (DT), Random Forests (RF), and others. The classifier learns to identify
patterns and characteristics that are indicative of malware.

Testing Phase: In this phase, an unknown binary file is given to the trained
classifier, which then predicts whether the file is benign or malicious based on the
learned patterns during the training phase.

Results and Discussion

The main task of machine learning for detection or classification of malware
is the output returned by the system implemented. On the one hand, a malware
detection system outputs a single value y = f(x), in the range from 0 to 1, which
indicates the maliciousness of the executable. On the other hand, a classification
system outputs the probability of a given executable belonging to each output class
or family, y € RN, where N indicates the number of different families (Gibert, et
al, 2020).

Kamboj et al. conducted a comprehensive study comparing various machine
learning models for malware detection, concluding that the Random Forest classifier
achieved the highest accuracy at 99.99%, making it highly effective in identifying
malicious files (Kamboj, et al, 2023).

The authors conducted their research by employing a comprehensive
methodology that included collecting and analyzing a significant dataset of both
malicious and benign files. They utilized advanced machine learning models,
notably Random Forest and XGBoost, to classify and identify malware types
accurately. The study focused on various malware categories, such as Adware,
Trojan, Backdoors, and others, using features like MDS5 hash size and Optional
Header size for detection. The effectiveness of each model was evaluated based on
their accuracy in distinguishing between malicious and benign files, leading to the
identification of Random Forest as the most accurate model (Kamboj, et al, 2023).

Falana et al. introduce an innovative visualization-based approach to malware
detection, where malware binaries are converted into RGB images and analyzed
using a deep convolutional neural network (DCNN), demonstrating superior
accuracy compared to traditional methods (Falana, et al, 2022).

Ihab Shhadat et al. demonstrated high accuracy in malware classification using
a benchmark dataset. They determined the accuracy metrics for malware detection
and classification, achieving a high accuracy of 98.2% for binary classification
with Decision Trees and 95.8% for multi-class classification with Random Forest.
Performance evaluations were conducted on various types of malware, including
Dridex, Locky, TeslaCrypt, Vawtrak, Zeus, DarkComet, CyberGate, CTB-Locker,
and Xtreme. The datasets used for these experiments consisted of 1156 files, with
984 malicious files and 172 benign files in formats such as .exe, .pdf, and .docx
(Shhadat, et al, 2020).

Mohammed Chemmakha et al. improved model performance and computational
efficiency through feature selection, using embedded methods to identify the 10
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most relevant features. This method yielded a 99.47% accuracy for Random Forest
and 99.02% for XGBoost. The dataset used contains 13,8048 lines, including
41323 malicious and 96742 harmless files, and covers 57 features. This data set is
presented in the Portable Executable Header (PE HEADER) format (Chemmakha,
et al, 2022).

Mushtaq E. et al. used Kaggle’s Malware Detection dataset, balanced out of
50,000 malware and 50,000 benign samples across 35 functions. The Random
Forest and XGBoost models are superior to others, with Random Forest achieving
the highest accuracy 0f 99.96%. And KNN achieved the highest accuracy of 85.39%
using a binary dataset with 16 objects. The file presents a comparative study of
machine learning models for malware detection with an emphasis on an accuracy
metric for evaluating performance (Mushtaq, et al, 2022).

The study presents a comparative analysis of malware detection techniques
using machine learning algorithms, focusing on Decision Tree (DT), K-Nearest
Neighbors (K-NN), and Support Vector Machine (SVM). The study employs a
dataset comprising 305 types of malware and 236 types of benign software, all in
Windows PE format. Decision Tree emerged as the most accurate model with a
detection accuracy of 99% and a False Positive Rate (FPR) of 0.021%, indicating
its superior performance in classifying malware from benign files in this context
(Selamat, et al, 2019).

The study introduces the ANTE system for early bot detection in loT networks,
utilizing Autonomous Machine Learning (AutoML) to select the optimal ML
pipeline for identifying various botnet types. It achieves an average detection
accuracy of 99.06% and a bot detection precision of 100% across four datasets:
ISOT HTTP Botnet, CTU-13, CICDD0S2019, and BoT-IoT. These results were
obtained by comparing ANTE’s performance to existing literature, showcasing its
ability to adapt and select the most suitable ML pipeline for different scenarios and
botnet types (Araujo, et al, 2022).

In the study (Azeem, et al, 2024), the authors used the UNSWNBI15 dataset,
focusing on network security. Machine Learning (ML) methods like K-Nearest
Neighbors (KNN), Extra Tree (ET), Random Forest (RF), Logistic Regression
(LR), Decision Tree (DT), and Multilayer Perceptron (nnMLP) were applied.
Random Forest achieved the highest accuracy of 97.68%. The dataset contains real-
time normal and abnormal network events, divided into four CSV files, totaling
over 2.5 million records. The study aimed to enhance malware detection through
effective feature selection and ML classification techniques.

In the paper (Baptista, et al, 2019), authors introduce a cutting-edge malware
detection approach that leverages binary visualization and self-organizing
incremental neural networks (SOINN) to efficiently identify malicious payloads in
various file formats. Their method stands out by converting a file’s binary data into
a visual image and applying SOINN for analysis, which shows improved detection
capabilities, especially for obfuscated codes. The technique emphasizes the
transformation of binary data into color-coded images using Hilbert space-filling
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curves for optimal data clustering. This visualization aids in highlighting unusual
patterns that may indicate malware, significantly when obfuscation techniques are
used to disguise malicious code.

In the process of reviewing the work on machine learning algorithms, the
following comparative table was created (Table 2).

Table 2 — Comparison of machine learning algorithms for malware detection

Machine learning
algorithms for
malware detection

Strengths

Weaknesses

Use Case

overfitting by averaging
multiple decision trees;
robust to noise and
outliers.

single decision
trees; might
require significant
computational
resources for large
forests.

Support Vector Effective in high-dimen- | Not suitable for large | Ideal for scenarios
Machine (SVM) sional spaces; robust datasets due to high where the feature
to overfitting when the computational cost; space is large and
number of dimensions is | choice of kernel can well-defined, and
greater than the number | significantly impact computational
of samples. performance. resources are sufficient.
Random Forest (RF) |Handles large datasets Can be less Suitable for
efficiently; reduces interpretable than environments where

interpretability is less
critical than accuracy
and robustness, such
as large-scale malware
classification tasks.

Logistic Regression
(LR)

Simple and interpretable;
effective for binary
classification problems;
computationally
efficient.

Assumes a linear
relationship between
features and the target;
less effective with
complex, non-linear
data.

Useful for quick and
interpretable binary
classification, especial-
ly in preliminary mal-
ware detection stages.

Decision Tree (DT)

Simple to understand
and interpret; can handle
both numerical and
categorical data; requires
little data preprocessing.

Prone to overfitting,
especially with noisy
data; can create biased
trees if some classes
dominate.

Effective for initial
exploratory data anal-
ysis and in situations
where interpretability is
crucial.

K-Means Clustering

Simple and fast; scalable
to large datasets; useful
for unsupervised learning
tasks.

Requires the number
of clusters to be
defined beforehand;
sensitive to initial
cluster centroids.

Appropriate for discov-
ering hidden patterns
and groupings in unla-
beled datasets, useful
for detecting new and
unknown malware
families.

Naive Bayes (NB)
classifier

Easy to implement and
computationally efficient,
making it suitable for
real-time applications.
Performs well even with
noisy data.

Assumes feature in-
dependence, which

is rarely true in re-
al-world applications,
leading to less accurate
predictions; might be
biased towards major-
ity classes in imbal-
anced datasets.

Ideal for applications
where interpretability
and quick results are
more important than
absolute accuracy, such
as email spam detection
and preliminary
malware filtering.
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One Hot Encoding Converts categorical Can significantly Best used when
variables into numerical |increase the number categorical variables
format, making them of features, leading are essential to model
usable in most machine | to more complex predictions, such as in
learning models; and computationally | malware classification
simplicity and versatility. | expensive models; tasks where specific

often results in sparse | types of malware

matrices, which can be | categories need to be

inefficient to process. | encoded for detection
algorithms.

Self-Organizing Can learn from new More complex to Particularly useful in

Incremental Neural | data without needing implement and scenarios where the

Network (SOINN) | to retrain the entire understand compared | threat landscape is
model; highly adaptive | to traditional neural rapidly evolving, such
to evolving malware networks; performance | as in the continuous
threats; suitable for real- |heavily depends on monitoring of network
time applications. correct tuning of traffic for new malware

hyperparameters. strains.
Conclusion

This review has presented a detailed analysis of modern machine learning
methods applied to malware detection, highlighting the strengths and weaknesses
of various algorithms such as Support Vector Machines (SVM), Random Forests
(RF), Logistic Regression (LR), and Decision Trees (DT). While these algorithms
have demonstrated impressive accuracy in detecting known malware, this analysis
reveals several significant challenges that remain unaddressed by current research.

Firstly, the static nature of many machine learning models limits their
effectiveness against rapidly evolving malware threats. Future studies should
prioritize the creation of adaptive algorithms capable of continuous learning, which
would significantly enhance the resilience of malware detection systems.

Moreover, the existing literature often overlooks the importance of scalable
solutions. As the volume of malware continues to grow, models that can efficiently
handle large-scale datasets without compromising accuracy are crucial. Addressing
this scalability issue is another critical area for future research.

The review also identifies the lack of interpretability in many advanced machine
learning models as a major limitation. While techniques such as Random Forests and
neural networks offer high accuracy, their complexity often makes them difficult to
interpret and trust in critical cybersecurity contexts. Future research should explore
ways to improve the transparency of these models, ensuring that they are not only
accurate but also understandable to cybersecurity professionals.

In summary, while significant progress has been made in applying machine
learning to malware detection, this review highlights the pressing need for further
research into adaptive, scalable, and interpretable models. By addressing these
gaps, future studies can contribute to the development of more robust and effective
malware detection systems, capable of meeting the challenges posed by an ever-
evolving cyber threat landscape.
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