«KA3AKCTAH PECITYBJIHKACHI
YJITTBIK FBLJIBIM
AKAJEMMACDD» PKB

ISSN 2518-1726 (Online),
ISSN 1991-346X (Print)

2H>HALYK

CHARITY FOUNDATION

«KA3AKCTAH PECITYBJIMKACHI
YJITTBIK FbUJIBIM AKAJAEMUSCBI» PKb
«XAJIBIK» XK

XABAPJAPDI

N3BECTHUA

POO «HALIMOHAJIBHOM
AKAJIEMHWUN HAYK PECITYBJIMKHU
KA3AXCTAH»

YD «XanpIk»

NEWS

OF THE ACADEMY OF SCIENCES
OF THE REPUBLIC OF
KAZAKHSTAN

«Halyk» Private Foundation

SERIES
PHYSICS AND INFORMATION TECHNOLOGY

1 (349)

JANUARY - MARCH 2024

PUBLISHED SINCE JANUARY 1963
PUBLISHED 4 TIMES A YEAR

ALMATY, NAS RK



KAMBIPBIMABIABIK, KOPbI

HALYK

CHARITY FOUNDATION

b «XAJBbIK)»

B 2016 rogy mist pa3BUTHS U YAYYIICHUS Ka9eCTBa )KU3HHU Ka3aXCTAHIIEB OBLT
CO3J1aH YacTHBIN briarorBopuTtenbHbIH HOHT « XalbIK». 3aTOIBI CBOCH IEATEITHPHOCTH
Ha pealln3aluio OJaroTBOPUTEIIBHBIX IIPOCKTOB B 001ACTIX 00pa30BaHus U HAYKH,
COLIMANIbHOM 3allMThI, KYJBTYPBI, 3APaBOOXpaHEHUs] W cnopta, POoHA BBLACITHI
Oonee 45 MIITHAP/IOB TEHTE.

Ocoboe BHuUManue brnarorBopurenbueli  poHn  «Xadblk»  yaenseT
00pazoBaTeNbHBIM IPOrpaMMaM, CUUTas 3TO HANpaBlICHHE OJHUM U3 KIIFOUEBBIX
B cBoell aesrenbHOCTH. OKas3biBasi MOAJEPIKKY OTEUECTBEHHOMY OOpa30BaHMIO,
@oH1 BHOCUT CBOW MOCHJIBHBIA BKJIaJ B pa3BUTHE Kaue€CTBEHHOI'O 00pa30BaHUs
B Kazaxcrane. Tem caMbIM crmocoOCTBYSl pOCTY 4YHcCa JIIO#EH, CIIOCOOHBIX
MEHSTh KU3Hb B CTpaHe K JydmeMmy — NpodeccHOHAIIOB B pa3MUHBIX cdepax,
MOTCHLIUANBHBIX JIMACPOB U «BEIUKUX YMOB». ORHOW M3 3HAYMMBIX WHULIMATUB
¢donaa «Xansik» B 00pazoBarenbHol cdepe cran npoekT Ozgeris powered by Halyk
Fund — nepBsrii B cTpane 6uzHec-uHKyOaTop utst ydamuxcs 9-11 kmaccoB, KOTOpBIT
MOMOTaeT Pa3BUBaTh HEOOXOANMBIC B COBPEMEHHOM MHpE NMpeIIpUHIMATEIbCKHE
HaBbIKU. Tak, Ha cozelicTBHE MaJloMy OM3HECY HIKOJIBLHUKOB OBIIO BBIZIEJICHO Oosiee
200 rpanrtoB. g noanep:KKW TaJaHTIMBBIX U MOTHUBUPOBAaHHBIX nered DoHn
HEOIHOKPATHO BBIACIISUI IPAaHTHI Ha 00yueHune B MextyHapoHoH mkoie «Mupacy»
u B Astana IT University, a Takke MOMOT' Ka3aXCTaHCKHM HIKOJIbHUKAaM NPHUHATH
yuactue B mpectmkHoM kKoHkypce «USTEM Robotics» B CIIA. Atopckue
paboTsl B pamkax npoekTa « Tamimrepy, koropomy ®oHJ 0Ka3ail NOAACPKKY, JICIIN
B OCHOBY y4yeOHOW MpOrpaMMbl, YYEOHHKOB M Y4E€OHO-METOIMYECKHUX KHHI IO
npeaMeTy «OCHOBBI IpeIIPUHUMATEIbCTBA U On3Hecay, npenogasaemoro B 10-11
KJIaccax Ka3axCTaHCKMX LIKOJ M KOJIICIKEH.

[ToMuMO moMoOIIM MIKOJIBHUKAM, YYallUMCsl KOJUIeIKeld u cryneHTamM DoHp
CUUTAET BAXHBIM BHECTH CBOHM BKJaJ B MOBBIIICHUE KBAJIM(HUKALNU MEaroros,
COBEPLICHCTBOBAHHE MX 3HAHWH M HABBIKOB, MOCKOJIBKY MMEHHO OHH SIBJISIOTCS
MPOBOAHMKAMM 3HAHWH OyyIIMX MOKOJICHMH Ka3axcTaHieB. [Ipu mommepikke
doHma «Xanplk» B KOKHOH CTONHWIE OBUT OpPraHW30BaH €XKETOIHBIN TOPOICKOM
KOHKYpc neparoro «Almaty Digital Ustaz.

BaxxHoil MHMUIMATHBOM CTaJl peaju3yeMblii MPOEKT M0 OOYYECHHIO OCHOBAM
(MHAHCOBOM TPaMOTHOCTH IpenojaBaTesied M3 BochbMM obnacteil Kazaxcrana,

I'paMOTHOCTHU U IPCANIPUHUMATCIIBCKOT'O MBIIIIJICHUS Y HOBOT'O ITOKOJICHU A I'PpaXXJAaH
CTpaHBbI.



HeoOxomumyto nomomps @onp «Xallblk» OKa3bIBa€T U TEM, KTO OCOOECHHO
OCTpPO B HEHl Hykmaercs. B pamkax coluanpHON 3aIlIMTBHl HACEJICHUS aKTHBHO
MpoBOAXTCS paboTa MO MOAJEPIKKE AETeH, ocTaBIIMXCs Oe3 poxuTenel, AeTei u
B3POCIBIX U3 COLMAIBHO YS3BUMBIX CIIOCB HACEJICHHUS, JIOACH C OrpaHMYCHHBIMU
BO3MOJKHOCTSIMH, @ TaKXe 00CCIICUCHHIO HYKAAIOMINXCS COLHMAJIbHBIM KHUIBEM,
CTPOUTENILCTBY COLIMAJIbHO BaKHBIX OOBEKTOB, TAKUX KaK JAETCKUE CaJlbl, AETCKUE
TUIOIIAAKH U (PU3KYIBTYPHO-0310POBUTEIBHBIC KOMITJICKCHI.

B xonmnky 106psix gen @onaa «Xasblk» MOKHO 100aBUTh OKa3aHUE TOMOLIH
JETCKOMY CHOPTY, KyZa OTHOCHUTCS IMOJJICP’KKa B Pa3BUTHU ACTCKOro ¢gyrdoia u
Kapate B Hauel crpane. JKu3HEHHO BasKHYIO ITOMOIb biiaroTBOpUTeIbHbIN (GOH
«XanpIK» OKa3aJl HalllUM COOTEYECTBEHHMKAaM BO BpeMsl HEIaBHEH MaHICMUU
COVID-19. Torga, B pasrap Tsbkenoil OopsObl ¢ KOpOHaBUPYCHOW MHQeKuuei
®onpx Bbtenun cBbimie 11 MWIIMAapIOB TEHre Ha MPHOOpETeHHEe HEeOOXOIUMOro
MEIUIUHCKOTO OOOPYAOBaHMS M JOPOTOCTOSIIMX MEAMLHMHCKUX Ipernaparos,
aBTOMOOWJICH CKOPOM MEIUIMHCKOM MOMOIIM M CPEACTB 3aIlUTHI, aJPECHYIO
MaTepraibHyI0 MMOMOIIL COLMANBHO YS3BHMBIM CJIOSM HACEICHHUS U JCHEKHBIC
BBIMJIATHl MEJUIMHCKUM PAOOTHHUKAM.

B 2023 rogy napsimy ¢ OIpyruMH MpPOEKTaMH, HALICNEHHBIMH Ha MOBBILICHUE
071arocOCTOSHUS Ka3aXCTaHCKUX IpaskaaH QOH pelu yIeIuTh 0co000e BHUMaHNE
HayKe, TIOCKOJIbKY OHa SIBJISIETCSl 4aCThIO OOIIECTBEHHOM KYJIBTYpHI, @ YPOBECHb €€
Pa3BUTHS ONPEACISIET YPOBEHb PA3BUTHUS TOCYIapCTBa.

[Monnep:xka @oHIOM BbIMycKa KypHanoB HamumonanbHOM AkaneMuu Hayk
PecnyOnukn KazaxcTtaH, KOTOpble BXOAAT B MEXAyHaponuHble (OHABI Scopus u
Wos 1 B KOTOPBIX IMYOJHMKYIOTCS CTaTbH OTEYECTBEHHBIX YUYCHBIX, JOKTOPAHTOB
W MarucTPaHTOB, a TAK)KE HAyYHBIX COTPYIHHKOB BBICHIMX Y4YeOHBIX 3aBEeICHMI
W HayYHO-HCCJIEOBATEIbCKUX MHCTHUTYTOB HAIICH CTpaHbl SIBISIETCS HE MEHEE
3HAYUMBIM BKJIaioM DoH/Ia B pa3BUTHE Ka3aXCTaHCKOTO OOIIECTBRa.

C yBaxkenmnewm,
BbaarorBopurenbHblii ®oHa «XaabIK»!




BAC PEJAKTOP:
MYTAHOB Faavpivkaiiplp MyTaHyibl, TeXHHKA FBUIBIMIAPBIHBIH TOKTOpHI, mpodeccop,
KP ¥T'A akamemuri, KP BfM F'K «AkmaparThiK )oHE €CENTey TEXHOIOTUSUIAphl HHCTHUTYTH» Oac
JPEKTOPBIHBIH M.a. (Anmarsl, Kasakcran), H-5

BAC PEJAKTOPIBIH OPBIHEACAPBI:
MAMBbBIPBAEB Opxen JKyMmaskaHYIbl, aK[naparThlK O>Kyielep MaMaH/ABIFBl OOHBIHIIA
¢unocodpust goxropsl (Ph.D), KP BFM Friibiv koMuTeTi « AKIapaTThIK )KOHE €CENTeYil TEXHOIOTUsIap
nHeTUTYTh PMK >KkayanTs! xatmibicsl (AnMarsl, Kazakcran), H=5

PEJAKIUA AJTKACHI:

KAJIMMOJIJAEB Makcar Hyponginyisl, ¢u3nka-mMareMaTnka FbUIBIMAAPBIHBIH JOKTOPEL,
npodeccop, KP ¥FA akanemuri (Anmarsl, Kazakcran), H=7

BAMT'YHYEKOB JKymaii JKana6aiiy.ibl, TeXHIKa FEUTBIMIAPBIHBIH JOKTOpPHI, Ipodeccop, KP
YFA akanemuri, KubepHerrka jkoHe aKnapaTThIK TEXHOJIOTHsIIap HHCTUTYTHI, CaTnaeB yHHBEpCUTe-
Tinig Komman6aisl MexaHHKa KoHE HHKeHepIik rpaduka kadenpacsl, (Anmarsl, Kasakcran), H=3

BOMYMK BajibaeMap, TeXHHKA FHUTBIMAAPBIHBIH TOKTOPbI ((u3nKa), JIFOOIHH TEXHOTOTHSITBIK
yHUBepcuTeTiHIH npodeccops! (JIroomun, [Tonbma), H=23

BOIIKAEB Kyanraii ABra3piyibl, Ph.D. TeoprsutbIk xoHe sIporbIK (r3nKka KadeapachIHbIH
noueHTi, on-Papadbu areiHaarsl Kasak yntTeIk yHuBepcureTi (Anmarsl, Kazakcran), H=10

QUEVEDO Hemando, npodeccop, Saponsik FeutbiMaap HHCTUTYTH (Mexuko, Mekcuka), H=28

KYCIIIOB Mapar A6:xaHyJIbl, H3HKa-MaTeMaTHKA FEUTBIMIAPBIHBIH JJOKTOPBI, TEOPUSIIBIK )KOHE
sAponbIK (hu3KKa KadenpachHbIH npodeccopsl, an-Mapadu  arsiHmarsl Kasak yiITTBIK yHUBEPCUTETL
(Anmarsl, Kazakcran), H=7

KOBAJIEB Anekcanap MuxaiiioBud, Gpusnka-MaTeMaTHKa FUTBIMIAPBIHBIH JOKTOPEI, YKpanHa
YFA akanemuri, Konnan6aiapl MmaTeMaTKa jkoHE MeXaHUKa MHCTUTYTH ([lonenk, Ykpanna), H=5

PAMA3AHOB Tinekka6pl1 Co0utyibl, (u3nKa-MareMaTHka FbUIBIMIAPBIHBIH JIOKTOPEL,
npodeccop, KP ¥FA akanemuri, on-®apabu areiHmarel Kazak YITTHIK YHUBEPCHUTETIHIH FHUIBIMH-
MHHOBAIMANBIK KbI3MET JKOHIHIET1 IpOpeKTopsl, (AnmMarsl, Kazakcran), H=26

TAKUBAEB Hypranu Kaéarayibl, pr3rnka-MaTeMaTHKa FhUTBIMIAPBIHBIH JOKTOPBI, podeccop,
KP ¥TA akanemuri, on-dapadu arsiHnars! Kazak yiTTeik yHuBepcuteti (Anmarel, Kasakcran), H=5

TUTUHSIHY Hon MuxaiinoBuy, Gpu3nka-MareMaTnka FbUIBIMAAPBIHBIH JOKTOPBI, aKaJeMHUK,
MomnnoBa FrutbM AkaJeMHsICBIHBIH Ipe3uaeHTi, MonjgoBa TexHHKalblK yHuBepcuteTi (Kummnes,
Monposa), H=42

XAPHUH CranuciaaB HukosaeBud, Gprsika-mMaTeMaTiKa FhUTBIMAAPBIHBIH JOKTOPEIL, podeccop,
KP ¥TFA akanemuri, Kazakcran-bpuran rexaukansik yausepcureti (Anmarsl, Kasakcran), H=10

JABJIETOB Ackap Ep0Oy1anoBud, ¢pu3nKa-MaTeMaTnKa FRUTBIMAAPBIHBIH JOKTOPHI, Ipodeccop,
an-MDapabu areiHgars! Kaszak ynTTeik yHEBepeHuTeTi (Anmarsl, Kasakcran), H=12

KAJIAHJPA IIsetpo, Ph.D (pusuka), HaHOKYpBUIBIMIIBI MaTepHAIIAPABI 3¢PTTEY HHCTUTY THIHBIH
npodeccopsr (Pum, Urtanms), H=26
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I[JIABHBIN PEJAKTOP:
MYTAHOB I'anmnvkanp MyTaHoBHY, JOKTOp TEXHHYECKHX HayK, podeccop, akagemuk HAH PK,
1.0. TeHepabHOTO aupekTopa «HeTHTyTa HHGOPMALMOHHBIX U BBIMUCIUTENbHBIX TexHONmoruiy KH MOH
PK (Anmarsl, Kasaxcran), H=5

3AMECTUTEJIb ITTABHOI'O PEJAKTOPA:
MAMBIPBAEB Oprken KymaxanoBu4, gokrop ¢unocopunr (PhD) 1o  crenvaabHOCTH
WuhopmanonHele  cucTeMbl, OTBeTCTBeHHBIN cekperaps PITI «/HcTHTyTa WH(DOPMAMOHHBIX H
BBIUHCIUTENTBHBIX TexHOmoruin» Komurera naykn MOH PK (Amvarsr, Kasaxcran), H=5

PEJAKIIMOHHASA KOJIJIEI'UA:

KAJIMMOJIJAEB Maxkcar HypagnioBu4, TokTop (DU3MKO-MaTeMaTHYeCKUX HayK, mpodeccop,
axanemnk HAH PK (Ammarsl, Kazaxcran), H=7

BANTYHYEKOB Kymamun Kana6aeBud, JOKTOp TEXHHUECKHX HAyK, MPodeccop, aKameMHK
HAH PK, MHCTUTYT KHOSPHETHUKN 1 MH(POPMALIMOHHBIX TEXHOIOTHI, Kadeapa MPUKIaJHON MEXaHUKU H
nHKeHepHoit rpaduky, YansepeuteT Carnaepa (Anmmvarel, Kazaxcran), H=3

BOMNYUK Banbiemap, JOKTOp TeXHHUECKMX HayK ((pu3.-Mar), mnpodeccop JI0GIMHCKOro
TEXHOJIOrM4eckoro ynusepcurera (JIroomn, [onbma), H=23

BOILKAEB Kyanraii ABrassieBud, 1okrop Ph.D, npernoiasaresib, 101eHT Kadeapbl TEOPETHISCKOIM
u simepHoi ¢pu3uku, Kazaxckuit HalMoHAIBHBIN yHIBEpCHTET UM. anb-Dapadu (Ammvarerl, Kazaxcran), H=10

QUEVEDO Hemando, npodeccop, HarmonansHbIii asroHOMHEIH yHEBepcnTeT Mekernk (UNAM),
WncrutyT sinepHbIx Hayk (Mexuko, Mekcrka), H=28

KYCYIIOB Mapar A@:kaHOBHY, JOKTOp (PU3MKO-MaTeMaTHYeCKUX HaykK, mpodeccop Kadempbl
TeopeTnueckor u simepHoi (usnky, Kazaxckuil HaMOHATBHBIN YHUBEPCUTET UM. anb-Dapabu (Anmarsl,
Kazaxcran), H=7

KOBAJIEB Anexcanap MuxaiiioBuy, T0KTOp (PH3HKO-MaTeMaTHIECKHUX Hayk, akagemMuk HAH
Yipaunsl, MHCTUTYT NpUKIaIHON MaTeMaTHKy 1 MexaHuku ([lonerk, Yipanna), H=5

PAMA3AHOB Taekkafyn Ca0uToBHY, JOKTOp (PHU3MKO-MATEMAaTHYECKHX HayK, mpodeccop,
akagemuk HAH PK, npopekrop no Hay4HO-UHHOBAlMOHHOU JeATeNbHOCTH, Ka3axckuii HallMOHAIbHBIN
yHHBepcuTeT nM. anb-Dapadu (Anmarel, Kasaxcran), H=26

TAKUBAEB Hyprain ’KabaraeBnd, TokTop (pU3MKO-MaTeMaTHUECKHX HayK, Tpodeccop, akaaeMuK
HAH PK, Kazaxckwuii HallmoHaIbHBIA yHHBEPCHTET UM. anb-Dapadu (Anmarst, Kazaxcran), H=5

TUTNHAHY Hon MuxaiinoBud, JIOKTOp (DH3HKO-MATEMATHUISCKHX HAyK, aKaJeMHK, TPEe3UICHT
Axanemnn Hayk Monosl, Texunuecknii yanepcurer Monoesl (Kummnes, Monyosa), H=42

XAPHUH CranuciaB HuxomaeBnd, 10KTOp (DU3HKO-MAaTeMaTHIECKUX HAyK, MPOQEccop, akaJeMUK
HAH PK, Kazaxcrancko-bpuranckuii Texandaeckuii yausepeutet (Anmarsl, Kazaxcran), H=10

JABJIETOB Ackap EpOynanoBud, ToKTop (pU3HKO-MareMaTHIecKnX Hayk, npodeccop, Kazaxckuit
HAaIMOHAIBHBINM yHUBepcHTeT UM. anb-Dapadu (Anmarel, Kasaxcran), H=12

KAJIAHPA IIberpo, noxtop ¢unocopun (Ph.D, dusuka), npodeccop MHCTHTYTA IO H3yUCHHIO
HAHOCTPYKTYPHPOBaHHBIX MaTepranoB (Pum, Utamis), H=26
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Abstract. This article conducted an in-depth analysis of implementing blockchain
technology within electronic voting systems, aimed at enhancing security,
transparency, and efficiency. The relevance of this study is evident in the increasing
reliance on electronic voting systems globally and the imperative to ensure their
security and transparency. Key hypotheses of the research included the premise
that blockchain technology has the potential to enhance security, transparency, and
efficiency in electronic voting systems. By conducting a comprehensive literature
review and comparative analysis of blockchain-based systems against traditional
voting mechanisms, the study identifies the potential of blockchain to address
common vulnerabilities in electronic voting, such as security concerns and voter
privacy. Through theoretical modeling and simulations, the research evaluated
blockchain's capacity to improve electoral integrity and proposes solutions to
scalability and regulatory challenges. Additionally, it featured a comparative
analysis of how different countries are adopting blockchain in their voting systems,
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highlighting the varied approaches and outcomes experienced globally. This
international perspective shed light on best practices and the challenges faced in
diverse regulatory and technological environments. The findings underscored the
transformative potential of blockchain in redefining electronic voting systems,
emphasizing the need for ongoing research, development, and collaborative efforts
to overcome technical and regulatory hurdles for widespread adoption.
Keywords: blockchain technology, electronic voting systems, integrity,
security, voter privacy, scalability challenges, regulatory considerations
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AnHoTaumus. byn Makama Kayimci3miKTi, AmIBIKTBIKTBI JKOHE THIMILUTIKTI
apTTBIpyFa OarbITTaJFaH dJEKTPOHIBIK Jaybic Oepy JKyHenepiHae OloKdeitH
TEXHOJIOTUSCBHIH EHIi3yre TepeH Tanjay kacalsl. by 3eprreyain e3ekTiniri Oykin
anemzie 3IEKTPOHIBI laybIc Oepy JKyienepiH KonJaHyablH eCyiHEeH ) KaHe OlapIblH
KayiIci3Iiri MEH allbIKThIFBIH KAMTAMAChI3 €Ty KaKCTTUIIMHCH alKbIH KOPIHEII.
3epTTeymiH HETi3Ti THIOTe3alaphlHa OJOKICHH TEXHOIOTHSICHIHBIH AIICKTPOHIBIK
nmayeic Oepy >KYHeepiHiH KayilCi3miriH, albIKTEIFBIH JKOHE THIMIUIITIH apTTRIPY
orneyeri Oap JeTeH ajFbIapTrap Kipzi.OneOuerke jKaH-)KaKThl IOy jKacay
KOHE JOCTypii Jaybic Oepy TeTikrepi Oap OJOK4edH HeriziHaeri xyienepre
CaJIBICTBIPMAITBI TaNay KYPri3y apKblIbl 3epTTey caiiaylbuIapAblH Kayinci3airi
MEH KYMUSUTBUTBIK Mcenenepl CHAKTBI 3JEKTPOHJABIK AaybiC OepyJeri Kalbl
OCAJIJBIKTAP/Ibl Iy YIIH OJOKYCHHHIH oJIeyeTiH aHbIKTahabl. TeopHsuIbIK
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MOZICTIBICY MEH MOACTBIACYAl TMaiijanaHa OTBIPHIN, 3epTTey OJOKYCHHHIH
caiiyaylblH TYTAaCTBIFBIH JKaKcapTy KaOijeTiH Oaranagbl XOHE ayKbIMIBLIBIK
MEH peTTey MacesesepiHe YChIHBUIFaH MiemiMaepai yebiHasl. COHBIMEH Karap,
opTYpii emnjepHaiH OnmokueiHmi e3aepiHiH maybic Oepy JKyienepiHe Kanait
SHTI3eTiHIHe CaJBICTHIPMalbl Taj/ay YCHIHBUIBIN, JIyHHE JXYy3iHAe OaiikanraH
OpPTYPIi TOCUIAEp MEH HOTIIKEJIEp KepceTinai. byn Xanplkapaiblk MepcreKThBa
OpTYPITi PETTEYIII )KOHE TEXHOJIOTUSIIBIK OpTaliap/ia Ke3/IeCETiH 03BIK TaKipruoOenep
MEH KUBIHABIKTapFa *apblK Tycipai. KopeITBIHABUIAD 3IEKTPOHABIK AaybIC Oepy
KYWeNepiH KaiTa eecTeTy YIliH OOKIeHHHIH TpaHC()OPMaIUSUITBIK SJISYETiH aTarl
OTTi, KCH TapaliFaH KaOblIIayFa TEXHUKAJIBIK KOHE PETTEYII Kelepriiepai eHcepy
YIIiH Y3IKCi3 3epTTeyiep, a3ipieMelep jKoHe OipiIecKeH KYII-JKirep KaKeTTUTITiH
KepceTesi.

Tyiiin ce3mep: OJ0KYCHH TEXHOIOTHICHI, ITEKTPOHIBI aybIC Oepy Kyiemnepi,
TYTaCTBIK, KayiNCi3AiK, caillayblIapAblH KYUSUTBUIBIFBI, MacITadTay
Maceenepi, peTTey acreKTiiaepi
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AHHoTanusi. B crarbe ObIT TpoBeleH YIIyONEHHBIH aHaJNW3 BHEAPECHHUS
TEXHOJIOTMU ONIOKYEHH B CHCTEMax 3JIEKTPOHHOTO TOJIOCOBAHUS, HANPaBICHHBIN
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Ha TIOBBIIIIEHUE O€30MacHOCTH, MPO3padyHOCTH U 3(P(HEKTUBHOCTH. AKTYaIhbHOCTh
ATOTO WCCIICOBAHMSI OYEBUIHA B PACTYIIIEM HCIIOIH30BAHUHU CUCTEM DIIEKTPOHHOTO
TOJIOCOBAHUSI BO BCEM MHPE M HEOOXOAUMOCTH oOecrieueHus: ux 0e30MacHOCTH U
npo3padHocTr. KirtoueBbie TMIIOTE3BI UCCIICIOBAHUS BKIIOYAIH MPEANIOCHUIKY O
TOM, YTO TEXHOJIOTHS OJIOKUEHHA MOTEHI[HATLHO MOXKET IMOBBICUTE O€30IIaCHOCTD,
MPO3pavyHOCTh M APPEKTUBHOCTH CHCTEM 3JIEKTPOHHOTO TonocoBaHus. [IpoBoms
BCECTOPOHHHI 0030p JIUTEPATyphl U CPABHUTEIBHBIN aHAIN3 CHCTEM HAa OCHOBE
OnokyeitHa C TpPaJUIIMOHHBIMH MEXaHW3MaMHU TOJIOCOBAaHUS, WCCICIOBaHUE
OTIpefieNIsIeT TIOTEHIMAn OJIOKYeHA I YCTpaHEHHS PaclpoCTPaHECHHBIX
YSI3BUMOCTEH B AJIEKTPOHHOM IOJI0OCOBaHMH, TAKMX KaK MPOOJIeMbl 0€3011aCHOCTH U
KoH(pHIEeHITaTEHOCTH H30uparenei. C TOMOIIBI0 TEOPETHYECKOTO MOJISTTHPOBAHUS
Y CUMYJISIITUN MICCIIEIOBAHIE OI[CHUIIO CTIOCOOHOCTE OJI0KUEHHATIOBBICUTH Y€ CTHOCTh
BBIOOPOB U MPEIIOKUIIO PEIISHHS TPOOIIEM MacIITabUPyEeMOCTH U PETYIUPOBAHHUS.
Kpowme Toro, 0BT IpecTaBICH CPaBHUTEIBHBIN aHAIN3 TOTO, KaK pa3HbIe CTPAHBI
BHEJIPSIIOT OJIOKYCHH B CBOU CUCTEMBI TOJIOCOBAHHUSI, BHISIBUB Pa3IMUHBIC MTOIXOIbI
Y pe3yIIbTaThl, HaOI0IaeMbIe BO BCEM MUpE. DTOT MEXKTyHAPOIHBIIN B3IVIST TP OJIHIT
CBET Ha IMEPEOBOM OIBIT U MPOOJIEMBbI, ¢ KOTOPBIMHU MTPUXOAUTCS CTAJIKUBATHCS B
Pa3IMYHBIX HOPMATUBHBIX U TEXHOJIIOTHYECKUX cpenax. [lomydeHHble pe3ynbTraTsl
MTOMYEPKHYTN TPEoOpa3yomuid MOTEHIHAN OJoKYeiHA B TIEPEOCMBICIICHUH
CUCTEM 3JICKTPOHHOTO TOJIOCOBAHUS, aKIIEHTHPOBAB HEOOXOUMOCTD ITOCTOSTHHBIX
HCCIIeNOBaHNM, pa3pab0oTOK M COBMECTHBIX YCHIIHH TS TPEOOTICHUS TEXHIIECKUX
Y HOPMATUBHBIX MPETSTCTBUMN IS ITUPOKOTO BHEIPCHUS.

KaroueBble ciioBa: TeXHOIOTHs OJOKYEHH, CHCTEMBI DJIEKTPOHHOTO
rOJIOCOBAHUS, LIEJIOCTHOCTh, 0€3011aCHOCTh, KOH(DHUICHIIMAILHOCTh U30UpaTeei,
MPOOJIEMBI MACIITAOMPYEMOCTH, HOPMATUBHBIC aCTIEKTHI

Introduction

The advent of blockchain technology heralds a transformative era for secure and
transparent digital transactions, extending its influence into the realm of electronic
voting systems. With a global market for blockchain technology projected to exceed
$20 billion by 2024, its decentralized, immutable, and transparent characteristics
offer a novel approach to overcoming the longstanding challenges of security,
privacy, and trust in electronic voting processes. Notably, pilot blockchain voting
projects in several countries have demonstrated a potential to increase voter
participation by up to 5%, while significantly reducing the risk of electoral fraud
(Alam et.al., 2021).

This study focuses on the application of blockchain technology in developing
automated electronic voting systems that promise not only enhanced security and
transparency but also improved efficiency. The escalating interest in blockchain,
fueled by its success in the financial sector, underscores its potential to revolutionize
electronic voting systems. This research aims to illuminate blockchain's applicability
and viability in reinforcing democratic practices, emphasizing the critical need to
fortify electronic voting systems against fraud and manipulation.
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By evaluating current research and contrasting blockchain-based systems
with traditional voting mechanisms, this analysis highlights the advantages and
challenges of adopting blockchain in electoral processes. It endeavors to provide
insights into how this emerging technology can be harnessed to foster a more
transparent, secure, and efficient electoral process, contributing to the broader
discourse on blockchain's potential beyond finance.

Materials and methods

This study employs a mixed-methods approach to analyze the impact of
blockchain technology on enhancing the security, transparency, and efficacy
of electronic voting systems. Initially, a comprehensive literature review was
conducted to gather insights from existing research, case studies, and pilot projects
involving blockchain in voting systems. This review helped in identifying the
technological strengths and limitations of blockchain in the electoral context.

The integration of blockchain technology into electronic voting systems
represents a pivotal shift towards enhancing electoral integrity and efficiency.
(Pawlak et al., 2021) conducted a systematic review identifying both the
challenges and opportunities presented by blockchain for e-voting, emphasizing
the technology's potential to mitigate traditional security concerns while also
highlighting scalability as a significant hurdle. (Khudoykulov etal., 2021) presented
a practical implementation of a blockchain-based e-voting system, demonstrating
its feasibility and the technology's capacity to ensure transparency and immutability
of votes. (Majumder et al., 2023) explored the landscape of blockchain in e-voting,
focusing on a comprehensive review that outlines open research challenges,
particularly in voter anonymity and system scalability. (Huang et al., 2022) proposed
a conceptual framework for a secure blockchain-based e-voting system, stressing
the importance of cryptographic principles in safeguarding vote integrity. (Schulz
et al., 2022) analyzed trends in blockchain-based e-voting systems, identifying key
technological advancements and the necessity for robust regulatory frameworks to
support widespread adoption.

These works collectively underscore the transformative potential of blockchain
in e-voting systems while cautioning against unresolved technical and regulatory
challenges. The consensus across studies suggests that while blockchain can
significantly enhance the security and transparency of electronic voting, its
implementation must be carefully managed to address scalability, voter privacy,
and regulatory compliance.

Subsequently, a comparative analysis was undertaken, contrasting the
performance of blockchain-based voting systems with traditional electronic and
paper-based voting methods. Criteria for comparison included system security, voter
anonymity, auditability, scalability, and user accessibility. Theoretical modeling
played a crucial role in understanding the potential implementation challenges and
benefits of blockchain voting systems under various scenarios. Simulations were
created to assess the resilience of these systems against common security threats and
to evaluate their performance in terms of processing speed and transaction costs.
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In addition, an analytical framework was developed to quantify the improvements
blockchain technology could bring to electronic voting systems. This framework
considered both technical metrics, such as system throughput and fault tolerance,
and socio-political metrics, such as voter satisfaction and trust.

The impact of blockchain technology in electronic voting systems (e-voting)
is profound, offering transformative improvements in security, transparency, and
efficiency. By leveraging blockchain, e-voting systems can achieve a higher degree
of vote integrity and voter privacy, significantly reducing the risks of fraud and
tampering. Blockchain technology in e-voting systems offers a secure, transparent,
and tamper-proof environment for casting and counting votes, aiming to enhance the
integrity and trustworthiness of electronic voting processes. At its core, blockchain
is a distributed ledger technology that records transactions across a network of
computers, making it nearly impossible to alter data retrospectively without the
consensus of the network.

In the context of e-voting, blockchain is utilized to create a secure and immutable
record of each vote. When a voter casts their vote through an electronic interface,
the vote is encrypted and transmitted over the network. This encrypted vote acts as
a transaction on the blockchain. Once the transaction is verified by multiple nodes
in the network, it is added to a block along with other transactions. Each block is
then linked to the previous one, creating a chronological chain of blocks—hence the
term blockchain. This chaining of blocks ensures that once a vote is recorded in a
ledger, it cannot be altered or deleted without altering all subsequent blocks and the
consensus of the network, which is practically impossible due to the cryptographic
security measures in place. Additionally, blockchain's distributed nature means that
the record of votes is not stored in a single location but is replicated across multiple
nodes, making the system highly resistant to hacking and data manipulation.
Moreover, blockchain enables the anonymization of votes while still verifying
that each vote is cast by a registered voter. This is achieved through the use of
cryptographic techniques that ensure the voter's identity is separate from their vote,
thus preserving the secrecy of the ballot. Transparency is another key advantage of
using blockchain in e-voting. Although the votes are anonymized, the blockchain
ledger is transparent and can be audited by any participant in the network. This
means that all stakeholders can verify the integrity of the voting process and the
correctness of the vote count, fostering trust in the electoral process.

The decentralized nature of blockchain ensures that no single entity can control
the voting process, enhancing trust among voters. Additionally, blockchain's
immutable ledger allows for transparent and verifiable record-keeping, enabling
any participant to audit the voting process in real-time (Baudier et.al., 2021). This
technological shift not only promises to mitigate traditional challenges associated
with e-voting systems but also paves the way for a more democratic and accessible
voting mechanism globally.

Blockchain technology introduces pivotal characteristics to electronic voting
systems, enhancing their integrity, security, and transparency:
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1) Decentralization: Eliminates single points of failure by distributing data
across a network, enhancing security and resilience against tampering.

2) Immutability: Once recorded, the data cannot be altered, ensuring the
permanence and verifiability of votes.

3) Consensus Mechanisms: Facilitate agreement on data validity among
participants, ensuring only legitimate votes are recorded, without the need for a
central authority.

3) Transparency: Blockchain allows for a transparent audit trail, where each
transaction (vote) is traceable and publicly verifiable, enhancing the credibility of
the voting process.

4) Security: Advanced cryptographic techniques used in blockchain ensure that
data is securely encrypted, safeguarding against unauthorized access and ensuring
voter privacy.

In the following sections, we delve into the practical aspects of our research by
presenting key snippets from our Jupyter notebook. This code encapsulates the core
functionalities of proposed electronic voting system, underpinned by blockchain
technology. It demonstrates the implementation of essential components such
as the Block class, Blockchain class, and the simulation of an e-voting process.
This visual representation offers a hands-on glimpse into the underlying code that
drives our blockchain-based solution, highlighting its potential to enhance electoral
integrity, security, and transparency.

Bsog [1]: import hashlib
import jgon
import datetime

Beoa [2]: elass DoteTiseEncoder(json. TSONEncoder):
def default(self, obi):
if fcinstance(obj, datetiss datetime):
return obj. isoformat()
return jion. JS0MEncoder default(self, obj)

class Block:
dof _imit_ (self, index, timestamp, vote_data, previous_hash):
self.index = index
colf.timoctamp = timestamp
self . vote date = vote date
self.previous_hash = previous_hash
self.hash = self.calculate_hash()

dof calculate Rath{celf):
=7
=1

"t self. index,

"1 str{self.timestamp),
self.vote_data,
"prévious hash": alf previous hach

I.'!'II-IFH hashlib. sha?56{ fson.dumps(block_data, sort_keyssTrue).encode()) . hexdigest()

Figure 1. Block Class and DateTimeEncoder

This figurel presents the implementation of the Block class and the
DateTimeEncoder class. The Block class represents a single block in the blockchain.
It has attributes such as index, timestamp, vote data, previous hash, and hash. The
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calculate_hash() method computes the hash of the block using SHA-256 hashing
algorithm. The DateTimeEncoder class is a custom JSON encoder used to serialize
datetime objects to ISO 8601 format.

class Blockchain:
def _ init_ (self):
self.chain = [self.create_genesis_block()]

def create genesis block(self):
return Block(®, datetime.datetime.now(), "Genesis Block", "@")

def get_latest_block(self):
return self._chain[-1]

def add_block(self, new_block):
new_block.previous_hash = self.get latest_block().hash
new_block.hash = new_block.calculate_hash()
self.chain.append(new_block)

def is _chain_valid(self):
for i in range(l, len(self.chain)):
current_block = self._chain[i]
previous_block = self.chain[i - 1]

if current_block.hash != current_block.calculate_hash():
return False

if current_block.previous_hash != previous_block.hash:
return False

return True

Figure 2. Blockchain Class

This figure 2 presents the implementation of the Blockchain class, which
manages the chain of blocks. The Blockchain class has methods to create the genesis
block (create genesis_block()), retrieve the latest block (get latest block()), add a
new block to the chain (add_block()), and validate the integrity of the blockchain
(is_chain_valid()).

Buca [3]: # Creoting o simple e-voting blockchain
blockchain = Blockchain()

Booa [4]: # Simulot
votes = ["Candidate &', "Candidske 8", "Candidate A", "Candidate A"]
for vote dn votes:
blockehain. add_block(Block(len{blockehain.chain), datetime datetime.mow(), vote, blockchain.get_latest block().hash))

e-voting process

P

Bmap [5]: & Verifying blackchmin im ¥
print{*Blockchain is valid:®, blockchain,is_chain_valid(}}

Blockehain is valid: True

Figure 3. Creating an e-voting blockchain

Figure 3 illustrates a simulated e-voting process using blockchain technology.
In this example, a simple blockchain is created specifically for managing e-voting
transactions. Votes are represented as blocks in the blockchain, each containing
information about the candidate voted for, timestamp of the vote, and the hash of
the previous block.
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Beog [7]: | # Displaying blockchain contents
print(“\nBlockchain contents:")
for block in blockchain.chain:
print(json.dumps(vars(block), indent=4, cls=DateTimeEncoder))

Blockchain contents:

{
"index": 8,
"timestamp™: "2824-82-16T22:35:18.586255",
“vote_data™: "Genesis Block”,
"previous_hash”: "@",
"hash": "e3a597dce@31d8ad111afc208981832b344835086724253fF3f68%e85217374b"
}
1
"index": 1,
"timestamp™: "2024-82-16T22:35:13.134585",
"vote_data™: "Candidate A",
“previous_hash": "e3a597dced31d8ad111afc208981032b3448359867e4253f13F609852F7374b",
"hash": "e3c9884241af61044d23a31829f16103a455b17bd26c5a4309f ccsdafh3fadee”
}
{
"index": 2,
"timestamp™: "2824-82-16T22:35:18.134585",
"vote_data™: "Candidate B",
“previous_hash": "e3c9884241af61044d23a3182916163a455b17bd26c5a4309fccsdafb3fades”,
"hash”: "8e8462a7937c@5d76e6aB46e172fed57375d76aa3f2c7b6804148fbabbd4f822"
}
{
"index": 3,
"timestamp™: "2024-82-16T22:35:18.134585",
"vote_data™: "Candidate A",
"previous_hash": "9e8462a7937cB5d76e6a046e172fed57375d76aa3f2c7bo884148Fbacbdafg22",
"hash”: "4bc46bd3d@2fcabca7d8c74fcth2@4e8d1771a2237c138868476082cd82857168"
}
{
"index": 4,
"timestamp™: "2024-82-16T22:35:18.134585",
"vote_data™: "Candidate A",
“previous_hash": "4bc4ebd3dezfcabcaidec7afcfboe4e8d1771ae237c13886047602cd@2857168",
“hash": "6e6ab9576abaa8allbba3afee6d25f6f8b7c5b42¢020a7de9894a62c7342F479"
1

Figure 4. E-Voting Blockchain Simulation

This figure 4 demonstrates the implementation of an e-voting process using a
blockchain. The process involves creating a blockchain instance, simulating the
casting of votes, verifying the integrity of the blockchain, and displaying the contents
of the blockchain. Each vote is recorded as a block in the blockchain, containing
information such as the candidate voted for, timestamp, and cryptographic hashes
for integrity verification. The blockchain ensures transparency, security, and
tamper-resistance in the e-voting system.

Blockchain Contents and E-Voting

Genesis Block:

 The initial block in the blockchain, denoted as "Genesis Block".

* Typically contains default or initialization data.

* Serves as the starting point of the blockchain.

Candidate Votes:

* Subsequent blocks represent individual votes cast by voters in the e-voting
system.

e Each block includes information about the vote, such as the candidate chosen
and the timestamp of the vote.

» The vote data field in each block specifies the candidate for whom the vote
was cast.
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* The previous hash field in each block contains the hash of the preceding
block, establishing a chronological sequence of votes.

Hashing:

* Each block is associated with a unique cryptographic hash calculated based on
its data (e.g., index, timestamp, vote data, and previous hash).

* The hash serves as a distinct identifier for the block and aids in maintaining the
integrity of the blockchain.

Blockchain Integrity:

* The previous hash field ensures that blocks are sequentially linked in the
blockchain.

* The blockchain's integrity is upheld by verifying the hash of each block against
the calculated hash based on its data.

* Any attempt to alter the data within a block would result in a mismatch in the
hash, signaling potential tampering with the blockchain.

Relevance to E-Voting:

* The blockchain structure transparently records each vote as a transaction,
ensuring a tamper-resistant record of the voting process.

* By employing cryptographic hashing, the system enhances security, preventing
unauthorized modifications to voting data.

» Each vote's inclusion in a block, along with its associated hash and sequential
linkage, fosters trust in the integrity and transparency of the e-voting system.

In this section, we explore the foundational mechanism that ensures the security
and integrity of the Ethereum blockchain: the Proof-of-Work (PoW) algorithm. This
algorithm is crucial for validating transactions and creating new blocks, requiring
miners to solve complex cryptographic puzzles (Kaudare et.al., 2020). The code
snippet demonstrates how PoW deters malicious activities and secures the network
by making computational work a prerequisite for adding to the blockchain. Let's
delve into the intricacies of this algorithm and its pivotal role in maintaining a
decentralized and trustless system.

self.chain = []

self.current_transactions = []

sh="1", proof=188)

Figure 5. Creating the genesis blocks
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This method initializes the blockchain, creating the genesis block and setting up
containers for future transactions and network nodes (Figure 5).
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Figure 6. Adding new blocks and transactions

Defines how to create a new block with transactions, its proof of work, and
the hash of the previous block, then adds it to the chain. Allows adding a new
transaction to the list of current transactions pending to be included in the next
mined block (Figure 6).

Figure 7. Automatization of blocks
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A property that returns the most recent block in the blockchain. Then a static
method that takes a block and returns its SHA-256 hash, ensuring integrity and
immutability (Figure 7).

Figure 8. Example Usage: Mining and Printing Blocks

In this code, the mine block function is responsible for adding a transaction,
mining a new block, and printing the resulting blockchain (Figure 8). Using the
proof-of-work algorithm for blockchain-based e-voting is important because it
ensures the security, integrity, and trustworthiness of the voting process. The proof-
of-work algorithm requires participants (miners) to solve complex mathematical
problems to validate and add transactions to the blockchain. This process makes it
extremely difficult for any single entity to manipulate or tamper with the voting data,
thus preserving the accuracy and reliability of the election results (Al Barghuthi
et.al.,, 2019,). Additionally, proof-of-work helps maintain decentralization by
preventing any centralized authority from controlling the voting process, ensuring
fairness and transparency for all participants.

Is it safe to use blockchain?

Blockchain technology provides decentralized security and trust in a number
of ways. To begin with, new blocks are always introduced chronologically and
linearly. They a A mathematical function converts numerical information into a
string of numbers and characters to create hash codes. If this data is changed in
any way, the hash code is also changed. This makes the blockchain more secure.
Let's look at the areas of application of blockchain. What are the uses of blockchain
in engineering? With immutability, traceability, openness, availability and
decentralization capabilities, blockchain technology is well suited to engineering
systems. Blockchain technology can assist in the supply chain of these engineering
systems, as well as streamlining data, process and parties. Because blockchain
distributed databases are decentralized and encrypted, they are often used in
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industries such as finance, healthcare, and supply chain management for secure
and transparent recordkeeping. Cryptocurrencies such as Bitcoin use blockchain
technology as the basis of their transaction systems (Kadam et. al., 2023).

Results and discussion

Our study's investigation into the implementation of blockchain technology
in electronic voting systems has yielded significant insights. The application
of blockchain has demonstrated potential benefits in enhancing the integrity,
transparency, and efficiency of electronic voting processes. Notably, the security
features inherent in blockchain technology, such as encryption and decentralization,
have been identified as pivotal in mitigating common vulnerabilities associated
with electronic voting systems. Furthermore, the scalability of blockchain systems
has been recognized as a crucial factor in facilitating large-scale voting, ensuring
system responsiveness and reliability.

The results highlight the transformative potential of blockchain technology
in redefining electronic voting systems. Security enhancements brought about
by blockchain can significantly reduce the risk of fraud and unauthorized access,
thereby increasing trust in electronic voting processes. However, challenges related
to scalability and voter privacy remain areas of concern. The study underscores
the necessity for ongoing research and development to address these challenges,
emphasizing the importance of creating a regulatory framework that supports the
adoption of blockchain technology in voting systems. Collaborative efforts between
technologists, lawmakers, and electoral authorities are essential in navigating the
complexities of integrating blockchain into existing electoral infrastructures.

Challenges Possible Solutions
Security Use robust encryption techniques to secure voter data and transactions. Implement
Concerns multi-factor authentication for voter identity verification. Regularly audit the
system for vulnerabilities and apply patches.
Scalability Utilize off-chain solutions for processing large volumes of transactions.

Implement sharding techniques to distribute the workload across multiple nodes.
Explore alternative consensus mechanisms that are more scalable than Proof of
Work (PoW).

Voter Privacy | Implement cryptographic techniques like zero-knowledge proofs or homomorphic
encryption to preserve voter anonymity.

Use pseudonymous identifiers instead of revealing voter identities directly on the
blockchain. Implement strict access controls to limit who can view voting data.
Voter Utilize biometric authentication, digital signatures, or multi-factor authentication
Authentication | to verify voter identity.

Implement identity verification protocols such as KYC before allowing voters to
participate.

Employ robust anti-spoofing measures to prevent impersonation attacks.
Regulatory Ensure compliance with relevant laws and regulations governing elections and data
Compliance | privacy.

Collaborate with legal experts to navigate the complex regulatory landscape.
Transparently document and report the implementation process to regulatory
authorities to demonstrate compliance.
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User Design user-friendly interfaces for both voters and election administrators.
Experience Provide clear instructions and guidance throughout the voting process. Conduct
usability testing to identify and address any usability issues. Offer support channels
for users who encounter difficulties.

Fraud and Implement robust auditing mechanisms to detect and prevent fraudulent activities.
Manipulation | Use blockchain-based timestamping to create immutable records of transactions.
Implement consensus mechanisms that require most participants to validate
transactions, reducing the risk of manipulation by a single entity.

Resilience to | Implement distributed architecture to reduce the impact of single points of failure.
Cyber Attacks | Regularly conduct security assessments and penetration testing to identify and
address vulnerabilities.

Employ disaster recovery and contingency plans to mitigate the impact of cyber-
attacks.

Implement mechanisms for detecting and responding to suspicious activities in
real-time.

Trust and Utilize blockchain's transparent and auditable nature to increase trust in the e-voting
Transparency | system.

Provide stakeholders with access to the blockchain to independently verify the
integrity of the voting process.

Clearly document the system's design and operation to increase transparency and
build trust among users.

Leverage cryptographic techniques to ensure the integrity and authenticity of
voting data.

Table 1. Challenges and Possible Solutions of implementing blockchain to e-voting

Ourinvestigation into the current landscape of blockchain-based e-voting systems
reveals a diverse range of applications across the globe, albeit predominantly at
experimental or pilot stages. Notable implementations include:

West Virginia, USA: Pioneering in the United States, West Virginia offered
blockchain-based mobile voting for military personnel and overseas voters
during the 2021 midterm elections, marking a significant step towards integrating
blockchain in electoral processes (Nigmatov et.al., 2023).

Estonia: A forerunnerin e-governance, Estonia hasutilized blockchain technology
since 2005, with nearly 44% of votes cast online in the 2019 parliamentary elections.
This underscores the country's leading position in digital governance and e-voting
(Merrell, 2022).

South Korea and Russia: Both countries have conducted blockchain-based
e-voting pilots, reflecting a growing interest in blockchain's potential to enhance
electoral integrity and efficiency (Alvi et.al., 2022).

Switzerland, Brazil, and the UAE: These regions have explored blockchain
e-voting in various capacities, from local elections in Swiss cantons to participatory
budgeting in Sdo Paulo and governmental process trials in Dubai (Gupta et.al.,
2023).

Sierra Leone: Markedly, Sierra Leone's 2022 presidential election represented
one of the first instances of blockchain technology applied in a national election,
despite facing criticism and skepticism (Tripathi et.al., 2023).
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India, Japan, and the Philippines: These countries have conducted localized
blockchain voting trials, aiming to improve electoral participation and decision-
making transparency (Almadani et.al., 2023).

Canada: Ontario's exploration of blockchain for municipal elections in 2023
aimed to assess the technology's viability in enhancing voting process security and
transparency (Khan et.al., 2021).

The varied applications of blockchain-based e-voting systems highlight a global
trend towards digitalization and technological integration into the electoral process.
However, the path to widespread adoption is fraught with challenges. Technical
hurdles demand the development of secure, robust, and user-friendly platforms, while
regulatory and legal barriers necessitate adapting electoral laws to accommodate
blockchain's nuances. Building public trust is crucial, as skepticism about the
technology's reliability and security remains a significant obstacle. Moreover, the
applicability of blockchain in e-voting is not universal; its effectiveness varies
based on each country's specific legal, electoral, and societal contexts. Overcoming
these challenges requires a multidisciplinary approach, involving technological
innovation, legal reform, and public education, to unlock blockchain's potential for
enhancing electoral transparency, integrity, and participation globally.

Conclusion

In conclusion, the analysis of blockchain technology in electronic voting systems
reveals its potential to significantly enhance electoral integrity, transparency,
and security. By leveraging blockchain, we can address key vulnerabilities of
traditional electronic voting methods, particularly in ensuring the immutability
and anonymity of votes. Despite the promising advantages, challenges such as
scalability, regulatory compliance, and the technical complexity of blockchain
implementation necessitate further research and collaboration. The study highlights
the need for comprehensive frameworks that facilitate the integration of blockchain
into existing electoral systems while ensuring they are accessible, secure, and
user-friendly. Future advancements in blockchain technology hold the promise of
transforming not only electronic voting systems but also a wide range of industries
by providing enhanced security, transparency, and efficiency.
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