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METHOD FOR ASSESSING THE QUALITY OF MASKING
NOISE INTERFERENCES

Abstract. Currently, the number of various means of computer technology
designed for processing, storing, and transmitting information is increasing. One
of these threats is the presence of technical channels of information leakage arising
from informative (dangerous) spurious electromagnetic radiation from technical
means of its processing, storage and transmission. To protect information from
leakage through the channels of spurious electromagnetic radiation and interference,
systems of spatial electromagnetic noise are widely used.

However, the quality of the masking noise interference of these systems is not
always assessed, both during their development, design, and production, and in
confirming their compliance with information security requirements. As a rule, they
are limited to checking the compliance of the operating frequency range, spectral
density, type of radiated interference, etc. The noise quality entropy factor is used
as a measure of the quality of the masking noise generated by the noise generator.
A sufficient number of studies have been devoted to the creation of generators of
spatial electromagnetic noise.

Thus, the study of the quality characteristics of generators of spatial
electromagnetic noise is relevant. A technique for estimating the entropy noise
quality factor using a spectrum analyzer and a digital storage oscilloscope is
proposed. The procedure for calculating the entropy noise quality factor from the
statistics of the instantaneous values of the noise signal amplitudes measured by a
digital oscilloscope is given.

Key words: masking noise signal; noise generator; spectrum analyzer; entropy
coefficient.
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Y KEAEJJAEPIH BYPKEVIIH CATIACBIH BAFAJIAY
9JIICTEMECI

Annortauus. Kasipri yakelTTa akmapaTThl eHJICYre, cakTayra XoHe Oepyre
apHaJIFaH KOMITBIOTEPITIK TEXHUKAHBIH dPTYPJIi KYpalAapbIHBIH CaHbI apTHII KEJIe .
Ochl KayinrepiH Oipi OHBI OHICY/IH, CAaKTAyJIbIH JXOHE OEpyIiH TEXHHKAIBIK
KypaiJapblHaH aKnaparTblK (KayilTi) >KaifaH 3JIEKTPOMATHUTTIK CoyJeJeHyAeH
TYBIHJAUTHIH aKIapaTThIH aFbITl KETYiHiH TEXHUKAIIBIK apHaIapbIHBIH 00Ty bl OOJIBII
TabbuIaAbl. By akmaparThl jkajdFaH 3JCKTPOMAarHUTTIK COYNIENEHY JKoHE KeAepri
apHaJIapbl apKbUIbI aFbIl KETYACH KOPFay YIIiH KeHICTIKTIK 3J€KTPOMAarHUTTIK HIy
XKyHenepi (u1y reHeparopiapbl) KeHiHEH KOJIIaHbLIa b

Anaiiga, Oyn >kydenepliH Iy Kenepriiepin Oypkemesey camachl OJapbl
azipiiey, xobasay *oHE eHAIpy OapbIChIHIA Ja, OJAPJbIH aKNapaTThIK Kayinci3mik
TaJanTapblHa, KYHIENIKTI )KYMBICHIHA COMKECTITiH pacTay KesiHae ae OaranaHa
Oepmeiifii. ONIeTTe, 0ap )KYMBIC )KULJIIT JUara30HbIHbIH, CIICKTPIIIK THIFBI3IBIKThIH,
coylenieHy KeeprulepiHiH TYpiH, KYMBIC peXKUMAEP] MEH apTTapbliH, COHAal-aK
CaHMUTAPIBIK HOpMaJIAp/bl CAKTay KAKETTUIITiH jk9HE T.0. COMKECTITiH TeKcepyMeH
mekreneni. [y canacbiHbIH SHTpONHS KOAQQPHULIUEHTI Iy TeHePaTOPbl TYAbIPaThIH
Macka IIyBIHBIH CallachlHBIH 6JIIIeMi peTiHle Mmaigananbuiaabl. KeHiCTIKTIK
ANIEKTPOMATHUTTIK IMYABIH TEHEpaTOpiapblH KypyFa 3epTTEyNepliH >KeTKiTIKTi
caHbl apHangbl. bipak Ka3ipri yakpITTa IIyIbIH camachblH Oarajay oIicTepi KOK,
oJIapIbIH HETI31H/Ie NalbIH TEXHUKAJBIK HIemimMaep 0ap.

Ocpuiaiiia, KeHICTIKTIK 3J€KTPOMAarHUTTIK Iy T€HepaTopiapbIHbIH CallaibIK
CHUIMaTTaMaJIapbIH 3ePTTEy ©3€KTi O0JbIN TaObUIaAbL. JKYMBICTA CIEKTP aHAIH3aTOPbI
MEH CaHABIK CaKTay OCHUIUIOrpadbl apKbUIBI ITYABIH SHTPOIUSUIBIK carla (aKTOpbIH
Oaranmay ogicremeci ycoiHbUIFaH. CaHIBIK OCHMIUIOTPaIeH OJIICHETIH UIy
CUTHAJIBIHBIH aMIUIMTYIATapbIHBIH JKBUIIAM MOHAEPIHIH CTaTUCTUKACBHIHAH WIy
canachlHBIH SHTPONHUSIIBIK KO3 QUIMEHTIH ecenTey TopTiOi KenTipiireH.

Tyiiin ce3mep: OypKeMeNeHTIH LIybLI CUTHANBI, IIYbUT T€HEPATOPHI; CIEKTP
TaJIAFBIIIBL; SHTPONHS KOIDUIIUEHTI.
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METOAUKA OINEHKHN KAYUECTBA MACKUPYIOLIUX
IIYMOBBIX IIOMEX

AHHoTanus. B HacTosmee BpeMs yBEIHYMBAETCA KOJIUYECTBO PA3IUYHBIX
CPEACTB BBIYHUCINUTENILHON TEXHUKH, IPEJHA3HAYEHHOM 11 00pabO0TKH, XpaHEHUs
W Tepegadu HHPOpMaInu.

OnHOW W3 TakuX yrpo3 SBISETCS HaJIMYME TEXHHYECKUX KaHAJIOB YTEUKH
nH(pOopMaIH, BOZHUKAIOLIEH BCleACTBHE NH(OPMATUBHBIX (OMAaCHBIX) MOOOUYHBIX
ANEKTPOMArHUTHBIX HM3JYYCHUH TEXHHUYECKUX CPEICTB €€ 00pabOTKH, XpaHEeHHs
n nepenadu. J1s 3ammrel MHQOpPMAIMU OT YTEUEK II0 KaHajaM IOOOYHBIX
3JIEKTPOMArHUTHBIX W3TYYEHHH M HaABOJOK IIHPOKO IPHUMEHSIOTCS CHUCTEMBI
MPOCTPAHCTBEHHOTO 3JIEKTPOMAarHUTHOro 3amymwieHus. OgHako He Bcerna
OCYIIIECTBIISIETCS OLIEHKA Ka4eCTBa MACKHPYIOIIUX IIYMOBBIX IIOMEX 3THX CHCTEM
Kak B Xolle MX pPa3pabOTKH, NPOEKTUPOBAHUS M IPOU3BOACTBA, TaK M BXOHE
MTOATBEPKACHUS UX COOTBETCTBUS TPEOOBaHNAM HH(OPMAITIOHHON 6€301TaCHOCTH.
Kak mpaBuio, orpaHHuMBarOTCsS MPOBEPKOW COOTBETCTBHS AWANa3oHa pabouux
YacTOT, CIIEKTPaIbHOM IUIOTHOCTH, BUAY H3JIydaeMOW momexu u ap. B kauectse
MoKa3aressi KauecTBa MacKHPYIOLIEro IIyMa, CO3/1aBaéMOro FeHepaTopoM IIyma,
WCTIOJIB3YETCS SHTPONUIHBIN KO3 (UIMEHT KauecTBa LIyMa.

Bompocam co3manus reHepaTopoB MPOCTPAHCTBEHHOTO JJIEKTPOMArHUTHOTO
3alIyMJIEHUS MOCBSIIEHO JOCTAaTOYHOE KOJIWYeCTBO HccienoBanuid. Ho B
HacToAllee BpeMs OTCYTCTBYIOT METOABI OLICHKHM KauecTBa ILIyMa, Ha OCHOBE
KOTOPBIX HIMEIOTCSI TOTOBBIE TEXHUYECKHE perieHus. Takum 006pa3om, ucciieoBaHne
XapaKTEPUCTHK KaueCTBa I'€HEPAaTOPOB MPOCTPAHCTBEHHOI'O 3JIEKTPOMAarHUTHOTO
3alIyMJIeHHs SIBIIIETCS aKkTyaJbHBIM. B paboTe mpennokeHa METOAMKAa OLEHKU
SHTPONMUIHOrO K03((uUIeHTa KauecTBa IIyMa C MCIOJIb30BAaHHEM aHAJIN3aTopa
CIeKTpa M LU(pOBOro 3amoMuHaromero ocuusiorpada. IlpuseneH mnopsnox
pacdera SHTPONUIHBIA KOAQPUIUEHT KauecTBa IIIyMa [0 CTaTHCTUKE MTHOBEHHBIX
3HAUEHUH aMIUTUTY/] IITyMOBOT'O CUTHAJIa, U3MEPEHHBIX U (POBBIM OCLIMIUIOTPadoM.

KiioueBble cj0Ba: MacKUPYIONIUH IIIYMOBOW CHTHAJI, TeHEpaTop IIyMa;
aHaJIM3aTop CIEKTPa; SHTPONUHHBIN KO3(DDUIIHEHT.

Introduction. Currently, electronics are used in almost all spheres of human
life, ranging from simple means of communication to ensuring the security of the
state as a whole. However, the use of electronic devices and computer technology
carries a large number of information security threats. The basis for solving this
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problem is the protection of information in the field of optics, electronics, radio
engineering, acoustics and other sciences.

The main and at the same time one of the most dangerous technical channels of
information leakage at informatization objects is the channel of side electromagnetic
emissions (SEME). Such an information leakage channel is called electromagnetic
(Khorev A.A. 2012:20, Vasiliev I.V. et.al, 2010:6, A.P. Zaitsev et al., 2017:442,
Buzov G.A.2017:586, STRK GOST R 51275-2006, ST RK 1700-2007). Protection
of electronic means of information processing and transmission (EM) from leakage
through SERP channels is achieved by using passive and active protection methods.
Passive protection methods include shielding, grounding, decoupling and filtering,
and active methods include the use of systems of spatial electromagnetic noise and
imitating (masking) interference (Zaitsev et al. 2017:442, ND TZI 3.3-001-07, ST
RK 1698-2007).

The use of passive methods of protecting EM is the most preferable, since using
them there are no problems associated with electromagnetic compatibility and the
presence of unmasking signs of the operation of protective means. However, the use
of passive methods for protecting EM is not always possible due to the complexity
of their implementation, high cost, the need for additional development work,
etc. In such cases, active protection methods are used, which lead to a decrease in
the signal-to-noise ratio at the input of the receiving device of the reconnaissance
means and, consequently, to a decrease in the controlled zone for the EM (Khorev
A.A.2012:20).

Currently, there are energy and non-energy methods of active protection. The
non-energy (statistical) method of active masking consists in the emission of a
special masking signal (interference) with a spectrum similar to the spectrum
of informative SEME EM. The spectral density of masking interference should
be higher than the spectral density of SEME, and its level should not exceed the
levels of SEME (Zaitsev et al., 2017:442, ST RK 1698-2007). The difficulty in
implementing a non-energy protection method lies in the need to use pulses of
random amplitude, similar in shape and time-correlated radiation with informative
SEME pulses. In this case, it is required to accurately determine all informative
SEME for each EM sample and create an individual for this sample (or identical
EM) masking noise simulator. As a rule, simulators or jammers are used to protect
personal computers.

The essence of the energy method lies in the formation and emission into the
surrounding space in the immediate vicinity of the operating EM of a masking
broadband noise signal (“white noise”) in the entire frequency range of informative
SEME with a spectral level exceeding the levels of these SEME. Electromagnetic
noise (electromagnetic interference, radio noise, radio interference, active masking
interference) is understood as a time-varying electromagnetic phenomenon that
does not contain information and can be superimposed on or combined with a
useful signal. In the context of this work, they are intended to degrade or distort
the normal operation of enemy electronic equipment. Active masking interference
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creates a background at the input of the enemy receiver, which makes it difficult to
detect informative SEME, their recognition and determination of parameters (ISO/
IEC 19762-4-2011 2012:27, GOST R 55055-2012 2014:11). Therefore the use
of generators of spatial electromagnetic noise (NG) should prevent or lead to the
impossibility of intercepting informative SEME for their subsequent analysis and
restoration of the original information or a significant complication of this process.

In the present work, the solution of the following problems is provided:

- determination of the main characteristics of the NG;

- conducting a review of existing methods for assessing the quality of masking
noise interference and identifying their disadvantages;

- development of its own method for assessing the quality of masking noise
interference;

- description of methods for measuring masking noise interference;

- determination of the quality of masking noise interference of some NG;

- search for the correlation of noise signals and the use of statistical methods
(tests) for randomness as alternative methods for estimating the quality of masking
noise interference.

Research Material and methods. Currently, there is a large number of NG with
different technical characteristics and types of execution on the market (Zaitsev et
al. 2017:442, Buzov G.A. 2017:586). Noise generators are available as a separate
device or as a PCI board for a personal computer. NGs usually consist of a wideband
signal generator and one or more antennas.

One of the most important requirements for the NG is the broadbandness of the
noise signal spectrum and high uniformity of the noise power spectral density. For
this reason, three schemes for generating a broadband noise signal are mainly used
in noise generators (Khorev A.A. 2012:20):

1) classical method of forming direct noise interference. In this case, it is
possible to use several noise sources operating in different frequency ranges. Noise
resistors, diodes, transistors, zener diodes and other elements that form noise close
in its characteristics to "white noise" can be used as primary sources of noise in
such NGs.;

2) the use of a digital noise generator, the "digital" noise of which is a temporary
random process, close in its properties to the process of physical noise and called
the "pseudo-random process". Such generators form chaotic (pseudo-random)
sequences of binary symbols and convert them into sequences of rectangular pulses
of pseudo-random duration with pseudo-random intervals between them. Noise
sources in such NGs can be microstrip elements, various integrated circuits, digital
signal processors, programmable logic integrated circuits, and other elements
(Zhanabayev Z.Zh. et al., 2010-7, Kogai G.D. et al., 2014-3, Gubanov D. et al.,
1999:5, Dmitriev A.S. et al., 2009:16);

3) the use of a stochastic or chaotic method for generating a noise signal
(Zhanabayev Z.Zh. et al., 2010-7, Ekhandel R. et al., 2014:4). The signal from
the harmonic signal generator is fed to a power amplifier operating in a nonlinear
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mode and loaded onto a non-autonomous nonlinear dynamic system in the form of
a parallel nonlinear oscillatory circuit, in which the amplified signal is converted
into noise stochastic interference.

However, noisy informative SEME can be filtered, and in case of poor quality
masking, the enemy can gain access to the protected information (Gavrilov, I.V. et
al., 2015:11).

In NG, to generate a broadband noise signal, there can be used a scheme for
dividing the entire frequency range into subbands using a frequency multiplier
(Khorev A.A. 2012:20). In such cases, the generated noise in different subbands
will be correlated, i.e. have the same parameters except for the frequency.

This will make it possible to subtract noise in different ranges, in which
informative SERP have a large amplitude (power) and further restore the protected
information. It should be noted that the presence of additional factors in the form
of the repetition of an informative signal, the level of its amplitude (power), etc. is
also important (Batyrgaliyev A.B. 2019:3).

In addition, in the absence of complete randomness of the generated noise, there
are used statistical methods of analysis, through which it is possible to identify the
patterns of noise formation, including their periodicity. In this regard, an important
problem arises related to assessing the quality of the noise signal generated by the
NG.

In order to determine the estimated characteristics of the masking noise,
information (non-energy or statistical) and energy methods are used. Information
methods consider the statistical parameters of noise signals in the time domain and
allow to directly determine the numerical noise quality factor. Based on the calculation
of the mathematical expectation, dispersion and entropy of the instantaneous values
of time readings and their envelope, the degree of approximation to some reference
distributions is calculated. They are aimed at finding the degree of uncertainty of
the instantaneous values of noise signals, expressed, for example, in terms of the
entropy quality factor of the masking noise. When using this method of active
masking, the NG emits a special masking signal (interference) with a spectrum
similar to that of informative SERP. In this case, the spectral density of masking
interference should be higher than the spectral density of SERP, and its level should
not exceed the levels of SEME.

The energy method for information protection uses the postulate about the need
to exceed the energy of noise over SEME in the entire frequency range. Therefore,
in order to check the noise quality, integral indicators are used that take into account
the excess of the noise level over the level of the informative signal (ST RK 1698-
2007 Protection of information, Gavrilov, I.V. et al., 2015:11).

Result and discussion. One of the effective ways to protect computer equipment
(CE) from information leakage through the channel of side electromagnetic
emissions (SEME) is spatial electromagnetic noise (Khorev A.A. 2012:20).

For clarity, the application of the method for assessing the quality of the masking
noises of the NG on Fig. 1 shows the histograms of the noise signal amplitudes
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distribution. For the upper histogram, the entropy quality factor is 0.9, and for the
lower one it is 0.7. The x-axis corresponds to the number of intervals, and the y-axis
corresponds to the number of sample elements in the interval. The low entropy
quality factor of the masking noise interference of the NG will not be able to ensure
the security of the protected information.

A low entropy quality factor can, for example, be observed when the quality
of the noise source is insufficient (noise diode, transistor, resistor, etc.) or in other
cases. Such cases include the ability to control the level of the output signal of
the NG, as well as the power supply of the NG with some boundary levels. For
example, some manufacturers allow NG power supply within 220 V + 10% at a
power supply frequency of 50 Hz. This means that the power supply of the GS is
possible within the range of 187-253 V. In some NGs, when they were powered at
the boundary values, a significant deterioration in the entropy quality factor was
observed. This circumstance directly increases the threat of leakage of information
protected by the NG.

Entropy noise quality factor is used as an indicator of the quality of the masking
noise K created by the NG, which characterizes the approximation of the noise
power distribution law to the ideal “white” noise with a normal power distribution
law.

Figure 1. Histograms of noise signal amplitudes distribution: a) =K =0,9;b) - K =0,7

Atechnique for estimating ENQF using a spectrum analyzer and a digital storage
oscilloscope is proposed.

The measuring installation for measuring and calculating the ENQF is shown
in Figure 2.

Py A

Figure 2. Measuring installation for measuring and calculating the ENQF
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The measuring antenna is installed at a distance of 1 m from the noise generator
antenna and connected to the antenna input of the spectrum analyzer. The maximum
bandwidth (AF) of the spectrum analyzer is set. From the output of the intermediate
frequency of the spectrum analyzer, the signal is fed to the input of a digital storage
oscilloscope. The instantaneous values of the amplitude of the noise signal from the
oscilloscope are transferred to the PC for processing.

The essence of the proposed methodology for assessing ENQF is following:

1) By analyzing the spectrum of the noise signal generated by the NG, the
frequency intervals of the spectrum are selected, in which the greatest unevenness
of the frequency response of the noise is observed. If the noise generator uses
several channels for generating noise interference, then at least one such interval
must be selected in each of them.

2) The spectrum analyzer is tuned sequentially to the center frequency of each of
the frequency intervals. The electromagnetic noise signals received by the spectrum
analyzer are converted into electrical signals and transmitted via an intermediate
frequency to an oscilloscope that acts as an analog-to-digital converter.

3) Instantaneous values of the amplitude of the noise signal in *.csv format from
the oscilloscope are sent to the signal processing system (personal computer with
the calculation program) for further processing and calculation of the ENQF.

Below is the procedure for calculating the ENQF according to the statistics of
the instantaneous values of the amplitudes of the noise signal generated by the NG:

1. The statistics of instantaneous values of noise signal amplitudes (n) with a
volume of at least 106 elements is collected.

2. According to collected statistics X = {x1, x2, ... xn} a statistical series {X(l)_f
X S v SXi S v <X} 18 being constructed and calculated: average value (X)),
dispersion (0?) and standard deviation (o) according to the formulas:

(1)
2)

)

3. The values of the statistical series x(k) are grouped by selected non-overlapping
intervals (x(j-1); xj), j =1, 2, ..., m, where m is the number of obtained intervals,
and xj are the upper boundaries of the intervals. When choosing the interval width,
it is recommended to use the rule:

A< (X(n)z_rx(l)) , 4)

where A — maximum spacing width;
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x(1) m x(n) —minimum and maximum elements of the statistical series,
respectively;

1 — bit depth of the used analog-to-digital converter of the measuring instrument.

The interval width A, is equal to:

Aj= X~ Xj—l, ®)

where j=1,2, ..., m.

It is recommended that all intervals be chosen equal in width.

4. After choosing the intervals A, for the sample X={x1, x2,..., x_}, the number
n; of the sample values X, that fall into the corresponding intervals is calculated.
Based on the obtained values of 1j, the corresponding relative frequencies pj and
relative densities of sample values in each interval o; are calculated:

x _ )
b= ©6)
LB
o,-=h—’_. (7)

j
The sum of the relative frequencies (p]f‘ ) must be equal to one, i.e:

iﬁ=l (8)
j=1

*

5. For cases when in any of the intervals 1j turns out to be equal to 0, you
should combine this interval with the interval (j-1) or (j+1), recalculating the
relative frequencies and relative densities in the newly formed intervals, or change
A so, so that with a new partition, each of the intervals includes at least one sample
value (xj).

6. Based on the obtained data, Table 1 is compiled, which indicates the number
of the interval (digit) j, the boundaries of the discharge x, — xj, the number of
discharge 1, the relative frequencies Pj and the relative densities o; of sample
values.

Based on this table, a histogram of the distribution of instantaneous voltage
values of the noise signal is constructed.

7. For each digit of the histogram, the entropy (Hj) is calculated according to
the formula:

_ * *

Hj = pj - Ino; )

Table 1 - Initial data for calculating ENQF
The number of the interval (discharge) j 1 2 . m
Discharge [xj_];xj] boundaries [xp%,] [x,5X,] [x,.5%,.]
Value nj nj n; - N
Relative frequencies Pj p1 p; Pm
Relative densities i o1 02 Om
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The number of the interval (discharge) j

T o
T =

Entropy of the discharge H, H

Entropy of the noise signal H

8. Next, the entropy of the noise signal (H) is calculated by the formula (10), the
entropy power of the noise signal (P,) by the formula (11) and the entropy quality
factor of the instantaneous values of masking noise voltages (K) by the formula
(12):

H=—iHj. (10)

=1

eZH

P, = 2_1;e' (11)
Ky =22 (12)

The calculated value of K is compared with the normalized value of Kum set
for the given type of noise generator.

The proposed method has been tested in measuring the ENQF of noise generators
installed at informatization facilities.

The tests were carried out using a laboratory complex consisting of an AI-5.0
active measuring antenna, an R&S FSW8 digital spectrum analyzer, an R&S RTO
1022 digital storage oscilloscope, and a laptop-based signal processing complex.

As an example, Figures 3 and 4 show the masking noise spectra generated by
the noise generators LNG- 503, Gnome-3, Salyut 2000 B and Sonata-R2, and Table
1 shows the measured values of the entropy noise quality factor of these generators
obtained during the research.

Figure 3.1 Figure 3.2
Figure 3. Spectra of masking noises generated by noise generators "LNG-503" (3.1) and "Gnom-3"
(3.2)
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Figure 4.1 Figure 4.2
Figure 4. Spectra of masking noises generated by noise generators "Salyut 2000 B" (4.1) and
"Sonata-R2" (4.2)

As can be seen from Table 2, the measured values of the entropy noise quality
factors generated by noise generators basically correspond to their passport values.

Table 2 - Measured values entropy noise quality factor of noise generators

Noise generator | Spectrum analyzer tuning | Spectrum analyzer | Radiation | Measured value
type frequency, MHz bandwidth, MHz power ENQF
"LNG-503" 500 80 Maximum 0,90
"Gnome-3M" 500 80 Maximum 0,97
"Salyut-2000B" 500 80 Maximum 0,96
N " Maximum 0,88
Sonata — R2 500 80 Maximum 0.98

Thus, the proposed technique makes it possible to measure the entropy noise
quality factors generated by noise generators of spatial electromagnetic noise
systems without galvanic connection of measuring instruments to generators and
provides sufficient measurement accuracy.

Carrying out manual calculations using the proposed alternative method for
estimating the quality of masking noise interference is a very laborious and lengthy
process. This is due to the need to process a large number of values (at least 1
million elements).

In this regard, there has been developed a software to implement the automatic
calculation of measurement results. The program consists of several functions and
the calculation itself.

Figure 5 shows an example of the calculation program result.
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,..ll" ih....

fes +Q2 B

Figure 5. An example of the calculation program result

Conclusions. Spectrum analyzers (or other measuring receivers), digital storage
oscilloscopes, or mixed signal oscilloscopes are considered appropriate to make the
necessary measurements.

In this case, you should pay attention to the parameters of the selected measuring
instruments: operating frequency range and bandwidth.

If you select an oscilloscope with the required bandwidth of 2-3 GHz (operating
frequency range of the NG), then for measurements on the air this will be a
practically impossible task. This is because even the best performing premium
spectrum analyzers have less bandwidth. For example, the Keysight UXA (N9040B)
spectrum analyzers have a maximum bandwidth of 1 GHz (real-time 510 MHz) and
the R&S®FSW - 800 MHz (expandable to 5 GHz with an RTO2064 oscilloscope)
[19, 20]. However, the cost of such devices is very high.

In this regard, to carry out measurements on the air using a spectrum analyzer,
the operating frequency range of the NG will need to be divided into equal subbands
that fit into the bandwidth of the spectrum analyzer.
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